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Abstract

The integration of renewable energy sources (RES) and distributed energy resources (DER)
into local energy markets is transforming modern power grids toward a decentralized archi-
tecture. To enhance the efficiency of decentralized energy trading, blockchain technology
has been widely adopted in constructing peer-to-peer energy trading platforms, providing
incentives for renewable energy generation and utilization. However, the rapid growth
of small-scale suppliers and intermittent DERs introduces significant challenges to grid
stability, including supply—-demand imbalances and voltage fluctuations. To address these
challenges, we propose a blockchain-based energy trading system architecture designed to
enable a self-regulating, sustainable, and resilient grid. The proposed system architecture
achieves grid stability through three key components: (i) precise endpoint control via Al
Agents with lightweight forecasting models integrated into existing hardware systems,
(ii) flexible distributed control through an efficient incentive mechanism, named Proof of
Prediction, based on a blockchain-based automated trading process, and (iii) macro-level
coordination via global regulation roles. We implemented a prototype of the proposed
architecture on the Ethereum Blockchain and applied it to a microgrid-scale distributed
automated trading environment. Our evaluation results show that using the architecture
we proposed achieves a peak-shaving rate of up to 29.6%, while maintaining the overall
supply-demand deviation of around 5% on average, demonstrating its strong potential as
a foundation for building stable and modern power grids.

Keywords: blockchain; power grid stability; Al agent; incentive mechanisms

1. Introduction

Traditional energy markets operate under a centralized and fossil-fuel-dominated
model, where electricity is generated by large power plants and delivered unidirectionally
to end users through local power distributors (LPDs) and distributed system operators
(DSOs) [1], as illustrated in Figure 1 (left). With the increasing penetration of renewable
energy sources (RES) and distributed energy resources (DERs) [2], many consumers become
capable of both producing and consuming electricity, named “prosumers” [3], resulting in
complex bidirectional peer-to-peer (P2P) energy flows inside local energy markets (LEMs),
as shown in Figure 1 (right). Under this transformation, traditional centralized market
mechanisms lack the flexibility and efficiency needed to support P2P energy trading, lead-
ing to inefficient coordination and limited economic motivation for prosumers, which
ultimately slows down the energy transition [4-6]. In this context, blockchain, as an
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advanced decentralized distributed ledger technology (DLT), has been adopted as a cutting-
edge technology to support the prosperity of local energy markets [7]. The application
of blockchain has enabled effective decentralized market operations, strengthened grid
decentralization, and facilitated the integration of RES and DERs, thus reducing the depen-
dence of power grids on fossil fuel-based centralized generation [8-11]. In addition, smart
contracts automate the energy trading process and provide price transparency, fostering a
free trading scheme and unlocking the full potential of local energy markets [12]. However,
the large-scale integration of RES and DERs, such as smart meters, solar panels, and electric
vehicles (EVs), has gradually transformed the modern power grid into a highly dynamic,
decentralized, and heterogeneous system. The increasing uncertainty introduced by flexible
loads and intermittent generation makes maintaining grid stability a critical challenge, one
that is indispensable for ensuring the continuity of daily life and economic activities [11].
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Figure 1. Structure transition of local energy markets.

To fill this gap, this paper systematically analyzes the operational characteristics of
modern power grids and examines the challenges and requirements for maintaining grid
stability under high penetration of dynamic loads such as RES and DERs. Building on this
analysis, we propose a modular and general blockchain-based energy trading architecture
that provides a fundamental platform for decentralized local energy markets, aiming to
ensure both efficient P2P energy trading and the preservation of power grid stability. The
main contributions of this paper are as follows:

e We systematically analyze the inefficiencies of modern power grid management and
operational models under large-scale adoption of dynamic loads, and identify the
fundamental structures and requirements for building stable modern power grids,
while also outlining the challenges in fulfilling these requirements.

*  We propose a modular blockchain-based energy trading architecture that flexibly
integrates existing hardware and power grid technologies as fundamental components.
The architecture enables efficient end-user management through precise forecasting
and real-time monitoring at grid endpoints, while leveraging blockchain consensus
mechanisms and smart contracts to achieve highly efficient global distributed control
and automated trading. Furthermore, it allows the integration of regulators to realize
dynamic system-wide coordination without a centralized monopoly.
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¢  Weimplement a prototype at the microgrid scale. By integrating forecasting models
for energy trading simulation and analysis, we demonstrate that the proposed archi-
tecture demonstrates strong capability in enabling self-management at grid endpoints,
supporting distributed control and facilitating system-wide dynamic regulation, such
as peak-shaving, energy market activity monitoring, and balancing energy supply and
demand within the power grid.

The remainder of this paper is organized as follows. Section 2 analyzes the role and
impact of blockchain in the structural and business model transformation of modern power
grids, and outlines the key challenges and technical requirements for grid stability. Section 3
presents the framework of the proposed blockchain-based trading architecture. Section 4
analyzes the security of the proposed architecture. Section 5 discusses the evaluation results
of the prototype. Section 6 concludes the paper and outlines directions for future work.

2. Blockchain in Modern Power Grids

The emergence of prosumers has disrupted the traditional unidirectional energy flow
of power grids, giving rise to the demand for P2P energy trading. Blockchain technology
has fulfilled this demand by enabling decentralized and trustless transactions, thereby
laying the foundation for decentralized business models in modern power grids and
fostering the growth of RESs and DERs. In this section, we draw on existing projects and
research to analyze the distinct development path of blockchain applications in power grids,
highlighting the impacts and emphasizing how modern power grids must continuously
optimize their technical architectures to meet the increasingly diverse stability demands of
users and society, while addressing the challenges that arise in this process in the Web3 era.

2.1. Stage I: Boosting P2P Energy Trading

In the initial phase, the application of blockchain technology in power grids focused
primarily on facilitating transparent, efficient, and automated energy trading. On the
one hand, blockchain offers a platform that enables efficient P2P trading and supports
multidirectional energy flows; on the other hand, its traceability and data transparency
capabilities facilitate price referencing, thereby encouraging the implementation of diverse
trading mechanisms, such as energy auctions.

The Brooklyn Microgrid in New York served as a pioneering example of blockchain
application in energy systems [13]. Initiated by LO3 Energy, the project enabled residents
to generate, store, and trade energy locally on a blockchain platform, thereby reducing
reliance on centralized utilities and promoting the adoption of renewable energy. Men-
gelkamp et al. [14] conducted a seminal study on the Brooklyn Microgrid, demonstrating
how blockchain facilitated P2P energy trading within a community and improved local
energy resilience and autonomy. Besides, during the Quartierstrom research project in
Switzerland, a test environment was established in Walenstadt and real-world tests were
performed [15,16]. Power Ledger, an Australian company, implemented blockchain-based
energy trading platforms in several locations, including Australia, Thailand, and the United
States [17], which enabled consumers to buy and sell excess solar power directly, improving
trading efficiency and supporting renewable energy integration. Other pilot programs,
such as the Enerchain project in Europe [18], explored blockchain for wholesale energy
trading, demonstrating its potential to streamline processes and reduce transaction costs.
Building on these practical experiences, Andoni et al. [19] provided a comprehensive re-
view of blockchain applications in the energy sector, highlighting its potential to enhance
transparency, security, and efficiency in energy transactions. In parallel, theoretical models
were also proposed; for example, researchers developed blockchain-based frameworks for
decentralized energy markets, using smart contracts to automate transactions and establish
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trust among participants [20]. Collectively, these studies underscored the transformative
potential of blockchain in modernizing the power grids [14].

In this stage, the integration of blockchain technology primarily served to steer the local
energy market’s evolution from conventional centralized structures toward more efficient
decentralized trading structures, thereby improving consumer engagement with RES and
DERs. However, most projects and related research at this stage neglected grid stability
considerations. As demonstrated by several pilot implementations, the intermittency of
solar generation, the midday production peak, and the evening demand surge introduced
substantial volatility and underscored the lack of dynamic distributed control mechanisms,
which ultimately hindered large-scale deployment. The inherent tension between market
liberalization and operational stability that emerged during this period established a crucial
basis for the subsequent refinement of blockchain integration within power grid operations.

2.2. Stage 1I: Limited Distributed Control Mechanism

In the second stage, the volatility introduced by RES and DERs increasingly came into
focus due to its impact on daily life and industrial activities. Subsequent studies introduced
distributed control mechanisms aimed at mitigating the potential effects of grid imbalances
and instability on both daily and economic operations.

Existing research on distributed control in local energy markets generally follows two direc-
tions. One research line integrates blockchain directly into smart-meter or energy-management
systems to enhance demand-side management through transparent data sharing [21]. For
instance, Boumaiza [22] demonstrates that blockchain-enhanced demand-side management can
improve energy efficiency, user engagement, and operational flexibility. Smart contracts have
also been used to support autonomous scheduling and state monitoring of distributed energy
resources (DERs) [23,24]. Danzi et al. [25] propose a proportional-fairness control scheme for
microgrids, where smart contracts selectively reduce DERs output to prevent voltage violations
and dynamically determine participating nodes based on historical control contributions. Yang
et al. [26] model DERs interaction as a distributed optimization problem deployed on blockchain
to ensure transparent and verifiable scheduling decisions. In parallel, machine-learning-based
approaches have recently emerged to improve demand-side management. MAS-DR [27] intro-
duces an ML-based consumer segmentation and aggregation framework that clusters residential
users to support targeted demand-response programs. Michalakopoulos et al. [28] present a
large-scale load-profiling pipeline that compares multiple clustering algorithms and then applies
explainable classification to emulate the clustering decisions for scalable DR targeting. Sarmas
et al. [29] propose an explainable ensemble clustering method for residential load profiles,
combining hierarchical clustering with a follow-the-leader mechanism to avoid predefining the
number of clusters and to improve interpretability for DR program design.

In this stage, the increasing uncertainty caused by the massive integration of DERs
and RES has attracted widespread concern, making the design of a stable grid architecture
a critical research focus. However, existing blockchain-based control methods follow
an integrated, “all-in-one” paradigm, but latency, throughput, and integration overhead
prevent real-time, fine-grained control at smart-meter granularity. Conversely, ML-based
demand-side management techniques achieve local efficiency but lack global coordination
and hardware-level interaction, limiting their applicability in highly decentralized and
dynamic environments.

2.3. Challenges and Requirements

As the power grid transitions toward a highly distributed structure, maintaining grid
stability has become increasingly complex. Our objective in this paper is to develop a
blockchain-based energy trading architecture that can achieve a decentralized, dynamic,
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and stable power grid ecosystem. To achieve this, we outline the key challenges and
corresponding requirements as follows.

*  The intermittent and unstable characteristics of RES and DERs lead to increased
fluctuations in the modern power grid. Accurate forecasting of energy production and
consumption at grid endpoints (definition in Section 3.1) is a fundamental prerequisite
for maintaining grid stability.

¢  The composition and activities of endpoints in modern power grids are increasingly
complex. Incorporating incentive mechanisms into blockchain-based transaction logic
to strengthen demand-side management is fundamental to enhancing the controllabil-
ity of grid endpoints.

*  Modern power grids are more sensitive to environmental conditions because of DERs.
Meanwhile, the immediacy of energy demand often conflicts with the latency of
energy transactions. Therefore, energy trading architecture must retain the capacity for
effective macro-level regulation while preventing third parties from monopolization.

¢ The high manufacturing and installation costs of existing hardware systems necessi-
tate that the energy trading architecture be complementary, providing coverage and
adaptability to integrate with existing setups.

* A blockchain-based energy trading architecture must ensure the transparency of
transaction data, while simultaneously safeguarding privacy-sensitive information
from potential leakage in anonymous environments.

We refer to the energy trading architecture that meets the above requirements as the
foundational infrastructure of “Stage III”, which we denote as “Towards a Stable, Controllable,
and Decentralized Era”, and propose a comprehensive design framework for its construction
in the following section.

3. A Blockchain-Based Architecture for Power Grid Stability

With the integration of RES and DERs, the composition, trading structure, and com-
mercial activities of modern local energy markets have undergone substantial changes
compared to traditional centralized models. In order to improve the generalizability of
the proposed energy trading architecture, this section begins by defining a generic busi-
ness model tailored for modern local energy markets. Based on this model, we propose
a structured framework of our blockchain-based energy trading architecture that pro-
vides fine-grained component interfaces to enable efficient real-time energy trading while
ensuring the overall stability of the power grid.

3.1. Business Model

In this paper, we focus on medium-scale local energy markets, such as city-level
markets defined by geographic boundaries, and treat them as subunits of the broader
energy market, which serves as the primary research focus of most research and practical
projects [1,6]. We abstract the business model of modern local energy markets into four
essential components: market roles, market assets, market ownership and objectives, and market
trading mechanisms.

Definition 1 (Market Roles). Market roles in a local energy market refer to various entities that
perform distinct functions.

In our model, there are four important market roles:

*  Prosumer: A prosumer is an entity that both produces and consumes energy. Unlike
the central power grid, a prosumer generates energy through distributed generation
units. Prosumers are primary production units in a modern local energy market.
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¢ Consumer: A consumer is an entity that purchases and uses electricity without partici-
pating in production.

*  Local Power Distributor, LPD: An LPD is an entity responsible for distributing
electricity within a specific geographic area. In a centralized local energy market, it is
typically operated by an authoritative third party. In our model, LPDs offload most of
their transactional functions and primarily assume the role of grid regulator.

¢ Distributed System Operator, DSO: A DSO is an entity responsible for managing the
grid infrastructure, such as providing smart meters.

Definition 2 (Market Assets). Market assets in a local energy market refer to the physical and
digital resources involved in the production, storage, consumption, and distribution activities
conducted by different market roles.

In our model, there are four key market assets:

*  Household Assets: Devices that do not directly participate in market trading but
indirectly influence the activities of market roles.

*  Battery: A decentralized energy storage device that stores electricity for later use,
enhancing grid stability, demand response, and energy arbitrage in local energy
markets.

*  Electric Vehicles, EVs: Mobile energy assets equipped with batteries.

*  Smart Meters: An advanced metering device that enables real-time measurement,
monitoring, and communication of electricity consumption and generation.

In this context, the term battery refers to grid public assets that serve as hardware for
power buffering and stability maintenance. Household assets may also include privately
owned home batteries, which belong to individual users. Due to their mobility, EVs can
directly participate in grid activities such as smart charging and are therefore not classified
as household assets. Moreover, at the current stage, smart meters are centrally managed
by the DSO. Since our design in the following section builds upon the existing hardware
infrastructure, we classify smart meters as grid public assets.

Definition 3 (Market Ownership and Objectives). Market ownership refers to the structure
and control of the local energy market, defining the key stakeholders responsible for operation,
requlation, and benefiting from market transactions. Market ownership of a local energy market
directly determines the market’s optimization objectives.

In our model, we define the local energy market as collectively owned [1], with
dynamic supply-demand balancing as its primary objective:

T T
min Y [PE + Pf + Py + Phpp — P — |+ A Y Plpp, (1)
t=1 t=1

where t denotes the discrete time period (e.g., hourly or daily), and T is the total number
of time periods considered. Pé denotes power generated by DERs, P} denotes power
charged/discharged from the battery, P!, denotes the power exchanged with electric
vehicles, which is equal to mobile batteries, P} ,;, denotes power supplied by the LPD
(imported from the external grid), P} denotes power demand, A denotes the weighted factor
that penalizes external grid reliance, « is the loss coefficient of the power transmission, L!
denotes transmission loss,

L' = a(Py + P} + Py, + Pipp)*. 2)
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with the following constraints:
Pipp >0, onlyif P;+ P+ P, <Pl
Vt,0 < P} < Pymax, 0 < Pey < Peyymax-

Definition 4 (Market Trading Mechanism). The trading mechanism of a local energy market
refers to the structured process of energy exchange among market roles, including transaction flows,
price setting, and energy flows.

In our model, we adopt a P2P trading network, where any role in the local energy
market can act as a buyer or seller and directly trade energy through a digital platform.
To incentivize energy production, sellers use an auction-based approach [1] to determine
energy prices and allocation. Buyers and sellers submit bids, and the market clears at a
price that balances supply and demand regularly according to the setting.

3.2. Summary of the Implementation Framework

As described in Section 3.1, we regard the power grid composed of medium-sized
local energy markets as an independent unit within the overall energy market, which is
collectively owned and primarily aims to maintain grid stability. Given that prosumers,
serving as the primary energy producers in the grid, rely heavily on DERs, their production
is significantly influenced by environmental factors. Therefore, to better reflect real-world
conditions, the macro-level power plants (mainly composed of production units fueled
by fossil fuel) need to exist within the whole energy market, but primarily serve as a
supportive coordinator.

As shown in Figure 2 (left), the macro energy market consists of different power
grids and power plants [1], which together form a regulatory platform for system-wide
coordination (i.e., another macro blockchain). The framework of the internal energy trading
architecture of a single power grid is illustrated in Figure 2 (right), which is the primary
focus of the design proposed in this paper. We refer to participants directly involved in
power grid activities as grid endpoints or endpoints, which include any market role or large
mobile market assets mentioned in Section 3.1, such as EVs. In a power grid, our proposed
energy trading architecture consists of three components: Endpoint Mini Server, Blockchain
Trading Platform, and LEM Management Platform. The Endpoint Mini-Server (EMS) is de-
ployed at each grid endpoint and maintained by the household corresponding user (i.e.,
consumer or prosumer). The primary function of the EMS is to encapsulate the operational
logic of the endpoint and interface with the underlying hardware. We implement the EMS
as a workflow-driven Al agent that integrates predictive models to accurately forecast
the production and consumption of each endpoint. EMS is used to enhance endpoint
controllability, reduce uncontrollable fluctuations, and improve the overall predictability
of supply and demand in the grid through data exchange between the endpoint and LPD.
The Blockchain Trading Platform (BTP), jointly maintained by all grid endpoints, facilitates
automated energy trading via smart contracts. We employ an advanced token-based incen-
tive mechanism, named Proof of Prediction, rewarding accurate forecasts and penalizing
deviations, thereby encouraging self-management at endpoints and achieving efficient
distributed control in coordination with the EMS to reinforce system-wide management.
The Local Energy Market Management Platform (LEMMP) is operated by DSOs and LPDs
and functions as a blockchain node. LEMMP performs macro-level coordination by lever-
aging endpoint forecasts to adjust the supply-demand balance of the whole power grid, for
instance, by importing external energy, thus mitigating imbalances caused by exogenous
factors such as weather variability.
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Figure 2. Blockchain-based Energy Trading Architecture.

In summary, the core design of our energy trading architecture is as follows, and we
will introduce each component in detail in the subsequent parts.

*  Propose a component-based architecture to encapsulate existing hardware, enabling
compatible and portable upgrades for the whole grid infrastructure.

e Integrate Al agents at grid endpoints to accurately forecast production and consump-
tion activities, and incorporate these agents into the proposed architecture to enable
accurate hardware management.

e Embed user-oriented incentive mechanisms within the blockchain trading platform
to enhance market engagement and strengthen demand-side management, thereby
enabling efficient distributed control while reducing global coordination overhead.

e Reconfigure third-party platforms as macro-level coordinators and grid endpoints
to reduce their monopolistic influence while improving overall resource allocation
efficiency and macro-level regulation of the grid.

* Introduce advanced cryptographic techniques, such as zero-knowledge proofs, as
foundational modules to ensure data availability and privacy in an open and anony-
mous environment.

3.3. Endpoint Mini-Server, EMS

Since the operational logic of a consumer is relatively straightforward within the
power grid, we take a prosumer household as an example to illustrate the detailed design
of the Endpoint Mini-Server. Currently, device monitors (DMs) and smart meters (SMs) are
already widely deployed and centrally managed by the DSOs; large-scale hardware replace-
ment would be prohibitively costly. To ensure compatibility, we retain the legacy smart
meter system and introduce an additional control layer, named the Smart Meter Controller
(SMC) as shown in Figure 2, which extracts, filters, and preprocesses hardware data to fuel
EMS. The data flow from the hardware proceeds as follows. Device monitors generate
real-time consumption and production data from individual household devices (e.g., a
heating pump or solar panels). The smart meter aggregates data from all DMs, and the SMC
further processes the aggregated stream, for example, by generating verifiability proofs
based on the smart meter’s calculation logic for validation in anonymous environments,
and by bridging the processed data to the EMS.

The EMS assists each endpoint in achieving intelligent prediction, local decision-
making, and self-management. An EMS consists of three modules: a local forecasting
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component, a self-controller component (SC), and a transaction controller component
(TC). The overall workflow of the EMS is illustrated in Figure 3, which is very simple
and makes it easy to deploy EMS. The forecasting component is triggered by a daily
timer, acquires inputs via the SMC, and applies lightweight AI models to predict future
consumption and production, thereby enhancing the global coordinator’s visibility into
endpoint variability and strengthening macro-level control. Based on these predictive data,
the SC component and TC component, triggered by an hourly timer (The timer triggers of
the SC and TC components are configured according to the frequency of the experimental
dataset, which can be changed into other time intervals depending on different scenarios).
They respectively execute local self-management actions and on-chain operational decisions,
interacting with both the hardware and blockchain. The SC refers to the forecasted data to
detect the status of local hardware and implement automated demand-side management,
for example, turning off high consumption devices when detecting real consumption
overtaking the forecasted data. Meanwhile, the TC periodically conducts state and profit
analysis at predefined intervals and selectively generates different types of transactions (e.g.,
selling / Ask or purchasing/Bid energy), which are submitted to the blockchain through
Web3 tools. As an integrated and automatic agent, the EMS reduces user workload while
preserving endpoint controllability. In addition, users can monitor real-time data and
manually adjust or intervene through user interfaces (UI).

TIMER
(per hour)

POST: TRUE g POST: TRUE SC )
COMPONENT

X PREDICTIVE DATA
Trigger

FORECAST
COMPONENT

TIMER
(per day)

POST: TRUE

Hardware
CREATE: TRUN ON/OFF

-

Seee
>N

MODEL ,* DATA| MEMORY

)
!E Q-
Blockchain
CREATE: BID/ASK

Figure 3. Workflow of EMS.

3.4. Blockchain Trading Platform, BTP

To improve the efficiency of P2P trading and enhance distributed control, we adopt
blockchain as the energy trading platform, which is jointly maintained by all EMSs in the
grid. We propose using a permissioned blockchain to construct the trading platform, where
identity restrictions strengthen the security of participating entities, thereby maximizing
scalability and decentralization while ensuring security [30]. Endpoints equipped with
EMS can first register their identities to get access to the trading network, for example, by
obtaining digital certificates through a Public Key Infrastructure (PKI) [31] and register-
ing the smart meter identity, and then establish an Identity Smart Contract (ISC) on the
blockchain to store personal data, which they should keep transparent. The ISC, together
with the corresponding EMS, can establish secure private communication channels based
on cryptographic protocols such as the Diffie-Hellman protocol [32], thereby preventing
personal information leakage caused by potential network attacks.
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In addition to the identity smart contract, two further sets of smart contracts are
deployed on the blockchain platform to serve as the information billboard: Trading Smart
Contracts (TSC) and Consensus Smart Contracts (ConsensusSC). The TC within each EMS
can use Web3 tools to publish energy sales and purchase information to the TSC. The
TSC automatically conducts price-based matching between buyers and sellers to enable
energy auctions and performs periodic market clearing (e.g., on a daily basis), as outlined
in Section 3.2. The ConsensusSC monitors the forecasting accuracy of each EMS and
issues self-management scores for different endpoints, thereby strengthening demand-side
management and incentivizing reliable predictions. The interaction between the EMS and
the blockchain is described in detail in Algorithms 1 and 2.

As illustrated by the red line in Algorithm 2, we propose a highly efficient consensus
mechanism based on Proof-of-Stake, which we name Proof-of-Prediction (PoP). In the
following, we will describe how the PoP mechanism is realized based on the consumption
sequence of each endpoint, and how it incentivizes endpoints to achieve self-management.
Assume at the beginning of each day (corresponding to the daily timer trigger shown in
Figure 3), for each endpoint, the forecast component produces a predicted consumption
sequence for the next day: Ly = {€1,¢,...,624}, where ¢ denotes the predicted consump-
tion at hour f. To alleviate peak demand, a peak cleaner operator P is applied, which
redistributes a fixed percentage « of the predicted load from peak hours to off-peak inter-
vals, giving the adjusted forecast sequence: Lj,. = P(Lyc). In parallel, the DSO observes
the real consumption sequence of the endpoint: L, = {c1,¢,...,c2}.

Then, for each endpoint, the prediction deviation is computed as the mean absolute
error (or another proper scoring rule, e.g., CRPS [33]):

dev 1 e Al
ES :ﬁ£|q—ct|. (3)

To further encourage stable and less fluctuating consumption patterns, we introduce a
vibration factor, defined as the cumulative squared variation of the actual sequence:

, 1 2
vib . 2
BV =2 tzl((c” 1-¢) ) @)

Based on the above two factors, the final evaluation score of a grid endpoint i is then
obtained as a weighted combination of the two components:

Ei=AE® + (1-N)E™, Ac]o,1], (5)

where A controls the relative importance of accuracy versus stability. The consensus mecha-
nism is defined by selecting the endpoint with the smallest overall score i* = arg min; E;
as the leader for the next block proposal. The winning endpoint i* is granted the right to
append the block to the chain for the next day. In addition to selecting a single leader, the
PoP mechanism is inherently extensible and compatible with a wide range of consensus
designs. Specifically, PoP can also elect the set of endpoints attaining the minimum score,
Ls* = { i € endpoints | E; = min;¢y Ej}, thereby forming a k-sized committee that can be
seamlessly integrated with committee-based BFT consensus protocols (e.g., [34]). Alterna-
tively, the set £s* may be interpreted as a multi-leader group, enabling PoP to naturally
extend toward parallel-proposer or multi-leader consensus families (e.g., [35]).
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Algorithm 1 Simulator 1 of Blockchain Trading Architecture Spra, (Part 1)

Require: Environmental condition where supply and demand are balanced (Ts ~ Tj)

= e e e
A =

16:

: procedure CONSUMER( )

R BN R o

> View of a Consumer, V¢

Cems-DB < SMC.getdata(DMs, SM) > get hardware data
Lyc < Forecast_Agent(Cgps.DB) > local predicted consumption, 24 points
Ly < SC.manage(Lpc) > peak shaving
TC.sent(L),, C.ISC) > send to blockchain
while true do > conduct self-management

L. < SMC.getdata(SM) > get instant consumption

if Lc > L), then
SC.A < manage_household_machines

end if
end while
while Local.timer is triggered hourly do > hourly market interaction
L, < SMC.getdata(SM)
TC.sent(bid, Lc, TSC.infoBoard) > submit bid to buy energy
end while
while Local.timer is triggered daily do > daily settlement and ZK proof
(L, zk_proof) <— SMC.get_data_with_proof(SM) 1 real consumption + proof
TC.sent(zk_proof,C.ISC) > on-chain proof
SMC.sent({Lc, zk_proof}, DSO) > send verifiable data to DSO
end while

: end procedure

> View of a Prosumer, Vp

: procedure PROSUMER( )

Ppyps.DB < SMC.getdata(DMs, SM) > get hardware data
Lyc < Forecast_Agent(Pgps.DB) > local predicted consumption
Ly < SC.manage(Lpc) > peak shaving
TC.sent(Lj,, P.ISC) > send to blockchain
while true do
L, < SMC.getdata(SM) > instant consumption
Ly < SMC.getdata(SM) > instant production

if Lc — Ly > L), then
SC.A < manage_household_machines
end if
end while
while Local.timer is triggered hourly do
L, < SMC.getdata(SM)
Ly < SMC.getdata(SM)
if Lo < L, then
TC.decision Maker() > decide charging or selling
elseif L. > L, then
TC.sent(bid, L — Ly, TSC.infoBoard)

DSO

end if
end while
while Local.timer is triggered daily do
(L, zk_proof1) <— SMC.get_data_with_proof(SM) > real consumption
(Lp, zk_proof2) <= SMC.get_data_with_proof(SM) > real production
TC.sent(zk_proof1,zk_proof2, P.ISC) > on-chain proof
SMC.sent({Lc,zk_proof1},{Ly, zk_proof2},DSO) b send validated data to
end while

51: end procedure
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Algorithm 2 Simulator 1 of Blockchain Trading Architecture Spra, (Part 2)

Require: Environmental condition where supply and demand are balanced (Ts ~ Tj)

1: > View of the blockchain trading platform, Vg
2: procedure BTP()
3: TSC.match(bids, asks) > match bids and asks
4: TSC.send_tokens(bids.addrs, asks.addrs) > send transactions from bids” addresses to
asks” addresses
5: > PoP consensus executed at day over
6: (proposer, culculation_proof) — 4
DSO.choose_leader({(Llc, zk_proof) }iEendpointS/ {Lgc}ieendpointsr /\)
7: DSO.send(proposer, calculation_proof, consensusSC) > send result to blockchain
8: consensusSC.verify(proposer, calculation_proof, {ISCi}iEendpoints) > validate the
result
9: TSC.clean(bid, req, price) > clear markets

10: end procedure

In Algorithms 1 and 2, we assign the task of scoring all grid endpoints to the DSO for
privacy-preserving purposes. While the blockchain is jointly maintained by all EMS nodes,
directly submitting true consumption and production data into the smart contract would
lead to information leakage, which could further expose the system to a range of off-chain
attacks (e.g., electricity theft). Nevertheless, calculating prediction accuracy and fluctuation
requires access to the actual data of all grid endpoints. To address this tension, we employ
the DSO as a trusted intermediary for PoP computation. Similar to conventional smart
meter networks, the DSO has access to all smart meter data. Accordingly, the DSO verifies
the submitted predictions against actual measurements, computes the final scores, and
publishes the next leader. This approach both preserves privacy and reduces blockchain
computational overhead. However, to prevent either the DSO or endpoints from submitting
falsified data, the entire computation process is supervised through zero-knowledge proofs
(zk-proofs) [36], as shown in Algorithms 1 and 2.

3.5. LEM Management Platform, LEMMP

The LEM Management Platform (LEMMP) is jointly operated by the LPD and DSO
and is responsible for grid supervision, dispute arbitration, and macro-level coordination
through comprehensive data monitoring. As an information hub, the LEMMP stores
the identity information of grid participants to enhance security control and aggregates
prediction data from all endpoints to construct a global energy landscape and enable
macro-level capacity forecasting. Based on these insights, the LEMMP can intervene
in cases of supply-demand imbalance. For example, during an energy shortage, it can
procure electricity from external grids and participate in energy auctions as a grid endpoint,
and vice versa in times of surplus, as illustrated in Algorithm 3. Furthermore, given the
instantaneous nature of energy trading and potential delays in transaction clearing, the
LEMMP can act as an intermediary to facilitate real-time and flexible energy reallocation
within the power grid.

4. Security Analysis

In this section, we analyze the security properties of the proposed architecture. Because
the system is deployed in a permissioned blockchain environment, all participants possess
registered identities, preventing Sybil entities [37] from joining the power grid. We consider
a realistic Byzantine setting in which all parties may deviate arbitrarily from the prescribed
protocol in order to increase their economic benefit. We assume the system consists of n
grid endpoints and a single DSO/LPD node that manages the smart meters and calculates
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scores for the leader election. In the following, we examine the major attack strategies
available to different roles and analyze how the architecture defends against them.

Algorithm 3 Simulator 2 of Blockchain Trading Architecture Spra,

1: > C1: Environmental factors are stable, T; ~ T,
2: procedure STABLE_ENVIRONMENT( )

3: LEMMP.DB < getdata(BCP) > monitor instant status
4 LEMMP.DB < getdata(DSO)

5: while true do

6: (Ty, T¢) < Forecast_Agent(LEMMP.DB) > Ty~ T.
7: bid < get_unmatch_bid(TSC.infoBoard)

8: A « TC.send({ask, ask.price}, TSC.infoBoard) > internal mediator

dispatching energy instantly
9: end while
10: end procedure
11: > Cp: Environmental factors are not stable, |T, — T;| > 0

12: procedure UNSTABLE_ENVIRONMENT( )

13:  LEMMP.DB < getdata(BCP) > monitor instant status
14: LEMMP.DB < getdata(DSO)

15: while true do

16: (Ty, T¢) < Forecast_Agent(LEMMP.DB) > |Ty —Te| >0
17: if T. > Ty then > macro mediator across different LEMs
18: LEMMP.import(T. — Tp)

19: A  TC.send({ask, ask.price}, TSC.infoBoard)

20: else if T, < T, then

21: A < TC.send({bid, bid.price}, TSC.infoBoard)

22: A < charge_public_battery

23: A < LEMMP.export(T, — T¢)

24: end if

25: end while

26: end procedure

Security Against Malicious Grid Endpoints. The PoP consensus mechanism selects leaders
based on the deviation and vibration metrics, rather than hash power or stake. Therefore,
the core security requirement is to ensure that grid endpoints cannot manipulate their
consumption or prediction traces to gain an unfair advantage. We analyze several concrete
attack strategies and explain why they fail:

(a) Submitting fake real consumption sequences: A malicious endpoint i may attempt
to fabricate Lgi) so that it closely matches its prediction L]E,l;)/, thereby reducing El.de" and
increasing its chance of becoming leader. However:

*  The consumption trace must be accompanied by a valid ZK-proof 7;, as shown in
Appendix A, demonstrating correctness with respect to the smart meter’s hardware
logic and raw measurements.

e All smart meters under the same DSO share the same hardware logic, preventing
endpoint-specific manipulation.

*  Any fake Lgi) will fail verification and be excluded from the eligible set V.

Thus, an adversary cannot fake its daily consumption to bias PoP consensus.
(b) Submitting falsified predicted consumption sequences. Since prediction sequences

N
LSC) must be submitted to the ISC smart contract before the day begins, predictions are

immutable once posted, publicly auditable, and chronologically anchored on-chain. There-
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fore, sending false predictions does not improve PoP scores, and predictions cannot be
retroactively adjusted once the day starts.

(c) Delaying the submission of prediction or consumption sequences: An endpoint
might try to delay its submission to tailor predictions to early parts of the day. However:

e Each ISC contract only accepts predictions before the beginning of the day.
e The consumption proof must be submitted at the end of the day.
*  Missing either value leads to being automatically excluded from the candidate set V.

Therefore, instead of benefiting from it, delayed submission strictly reduces the adver-
sary’s probability of being selected to be the next leader.

(d) DDoS-style flooding against the ISC contract: A malicious endpoint that realizes it
has little chance of becoming the next proposer may attempt to overload the ISC contract
by submitting large volumes of irrelevant or malformed transactions, aiming to degrade
the availability of the blockchain service. However,

*  Each ISC and ConsensusSC processes at most one update per endpoint per day.
e  Additional writes are rejected at the smart-contract level.
*  Gas cost disincentivizes spamming.

Thus, flooding does not affect the liveness of smart contracts.

Security Against a Malicious DSO. As discussed in Section 3, to avoid the cost and
compatibility issues associated with large-scale hardware upgrades, our architecture retains
the existing smart-meter infrastructure, in which all meters are accessed by a single DSO.
Moreover, to preserve user privacy, real consumption traces are never posted on-chain;
instead, the DSO collects metering data and participates in PoP leader selection on behalf
of the grid, and the blockchain is only responsible for verifying data submitted by the DSO.
Consequently, DSO’s behaviors must be carefully examined. We consider two classes of
adversarial strategies relevant to the DSO’s capabilities:

(a) Forging smart meters or injecting fake high-accuracy meters: A malicious DSO may
attempt to increase its probability of being selected as leader by creating additional “fake
meters” or artificially precise consumption traces that reduce its PoP error score. However,
this attack is mitigated by two mechanisms in our architecture:

¢ On-chain smart-meter identity binding. Every endpoint must register a unique SM_ID
in the ISC contract when entering the power grid, and all consumption proofs must
reference this identity, as shown in Appendix A. The DSO cannot introduce new
meters without violating the contract’s uniqueness constraint.

¢ ZK-supervised metering computation. As detailed in Appendix A, each consumption
trace must be accompanied by a proof showing that it was computed by the legitimate
smart meter following the specified hardware logic. Any forged meter or fabricated
trace will fail verification and be excluded from the candidate set V.

Thus, DSO-generated fake meters or artificially optimized consumption data cannot
join the PoP leader selection process.

(b) Manipulating users’ consumption measurements for strategic gain. A more sub-
tle attack is collusion between the DSO and a subset .4 of endpoints, in which the DSO
alters the real consumption sequences {L.};c 4 to artificially reduce their PoP error score.
Unlike the previous “submitting fake real consumption sequences”, here the DSO is dis-
honest even toward legitimate users. Our architecture prevents this manipulation through
two constraints:

*  Each endpoint is required to submit a zero-knowledge proof of its own real consump-
tion sequence to its ISC smart contract, certifying that the sequence used in PoP is
consistent with the output of its registered smart meter, as shown in Appendix A.
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¢  The leader-selection computation is defined over these certified real consumption
sequences X and is itself subject to ZK verification under R .

If the DSO attempts to alter any real consumption value in X, the modified data will no
longer be consistent with the corresponding metering proof on-chain. During verification,
the consensus contract detects this mismatch between the announced input and the user-
provided proof, and the PoP proof for that round would be rejected. As a result, the current
leader selection is invalidated, and the manipulated outcome cannot be accepted by other
honest participants.

5. Evaluation

In this section, we implement a microgrid-scale prototype consisting of 16 grid end-
points, based on the design proposed in Section 3.2. To enhance the realism of the simula-
tion, the endpoints include 5 consumers with heterogeneous energy consumption capacities,
10 prosumers with varying generation capacities and one national grid endpoint that jointly
represents the roles of the LPD and the DSO. The selected market assets comprise the
household asset of each grid endpoint, of which prosumers employ solar panels as their
primary generation units, supplemented by batteries and smart meters. The energy trading
market is collectively owned and maintained by all grid endpoints, with the optimization
objectives defined in Section 3.1. In the implementation, we configure 16 grid endpoint
threads, each encapsulating the EMS logic associated with its designated role (consumer,
prosumer, or LPD/DSO). We design a main thread to coordinate all endpoint threads and
simulate the overall system workflow. To avoid excessive computational load on individual
execution threads, we only store essential data in smart contracts without letting it execute
complex calculation logic, thereby avoiding the resource exhaustion and high gas costs
that would otherwise arise from running smart contracts at each endpoint. All on-chain
functionalities are implemented on a private Ethereum blockchain [38]. Next, we analyze
the proposed trading infrastructure from two perspectives, the EMS and the on-chain
level, in terms of their contribution and optimization effects on grid stability. The EMS
perspective illustrates the local view of an individual grid endpoint, while the on-chain
perspective evaluates the interaction processes among all grid endpoints.

5.1. EMS Perspective: Local Contribution for Grid Stability

In Section 3.2, we describe the detailed workflow of the EMS deployed at each grid
endpoint and explain how self-management is achieved through blockchain-based incen-
tive mechanisms. The EMS logic consists primarily of a forecasting component, an SC
component, and a TC component. To improve prediction accuracy under noisy data while
minimizing thread overhead, we implement a lightweight predictive model based on a
deep recurrent neural network with Long Short-Term Memory (LSTM) units to forecast the
24-h electricity consumption of the following day. The model consists of four stacked LSTM
layers, each with 50 hidden units, as shown in the Figure 4 (left part). To mitigate overfitting,
we apply a dropout rate of 0.2 after the first LSTM layer. A fully connected dense layer
maps the learned temporal representations to the predicted consumption values. Each EMS
thread first reads one year of simulation data to train its local model, which is subsequently
adopted as part of the forecasting component. We split one year of load and generation
traces per endpoint into 80% training and 20% validation, and train for 50 epochs with a
batch size of 32 and a learning rate of 10~3. The model consists of only four LSTM layers
with 50 hidden units and a dropout rate of 0.2, which is a compact architecture suitable for
embedded environments. Despite its small size, the model converges efficiently: the final
training loss reaches approximately 5-% on average, while the validation loss stabilizes
around 6% on average, indicating good generalization performance. As shown in Figure 4
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training dataset info
Single end point: (1, 1, 8760)
training set: 70%
validating set: 20%
generalization: 10%

h 4
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LSTM 2
A 4
LSTM 3
A 4
LSTM 4
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(right part), we evaluate the locally trained models for each endpoint. The light red dashed
lines represent the predicted 24-h load profiles generated by the predictive model, while
the dark red solid lines indicate the actual consumption data for the corresponding day.
The model achieves reliable feature extraction, maintaining a mean absolute percentage
error (MAPE) in the range of 10-35% across daily forecasts.
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Figure 4. Predictive Model and Predictive Demand.

To mitigate voltage fluctuations in the power grid, we adopt a rule-based peak shav-
ing mechanism within the SC component to enforce the self-management objectives of
each endpoint. Specifically, based on the data output of the forecasting component, the
SC component identifies two typical peak demand windows in each daily load curve,
corresponding to 11:00-13:00 and 17:00-21:00. During these intervals, if the consumption
of a single hour exceeds 10% of the total daily demand [39], the forecasted demand values
are proportionally reduced by a shaving factor « € [0.1,0.3]. The curtailed energy is then
redistributed uniformly across the remaining non-peak hours, thereby alleviating load
peaks while preserving the total daily consumption. This mechanism avoids a degradation
of prediction accuracy while ensuring sufficient energy availability for endpoint production
activities. The adjusted forecasted values are subsequently output to the blockchain as
the endpoint’s prediction for the following day. The peak-shaving optimization effect of
the SC component on the forecasted values is illustrated in the Figure 5. As shown in the
right part, the red dashed line represents the 24-h electricity consumption generated by the
forecasting component, while the blue dashed line denotes the optimized 24-h forecasted
values produced by the SC component and submitted to the blockchain’s corresponding
ISC smart contracts. For endpoints with highly uneven consumption distributions, such as
consumer 1 and prosumer 12 in the Figure 5, the SC component effectively redistributes
consumption during rush hours. This adjustment establishes a self-management goal that
contributes to grid voltage stability and reduces power fluctuations at the endpoints.



Electronics 2025, 14, 4629 17 of 29
consumer_1: Days 185-191 | MAE=0.254 MAPE=32.3% consumer_1: Days 185-191 | MAE=0.254 MAPE=32.3%
35 = Actual (DI85-D191) 35
Predicted (DI85-DISI) -
I || ,’-l ) B yo ] i )
i I o i ﬂ jiA fa fi it lindi it B )
Consumer 1 —> 3 | - g AL e Al Bl it T 299
Local &l | ! AT A (A | N I T A IR A -
| | i R L R A AR IR T
| Loos | ! ! li H .
Model | BoA v V\J MLV AR WA WA AN WA WA
/ siA L N ¥ S
0. \‘j \’\J 0. 7 o -
DIss DIs6 DIs7 DIss DIs9 DI% Diol DIss DIs6 Dis7 DIss DIsY Di% Diot
Day boundaries Day boundaries
o o 0 a5 prosumer_8: Days 185-191 | MAE=0.191 MAPE-18.9% 250 prosumer_8: Days 185-191 | MAE=0.191 MAPE=18.9%
o = Actual (DI85-D191) D185-D191)
200 Predicted (DI85-DI91) 25 —-+ Pred fier Shaving (D185-D191)
175
& 710 A i\ N @
H | i i\ i — 99
Prosumer 8§ — 2 \/4 , v/\ | A i\ /! \ I A . ,’\_ e
| - I !\ i i n Iy
Local 1w I | Iy VAR / o\ [ Y i i
“ \'f\ | ’\« A A v A\ Aaund AW \oA j \
Model o V \W / '\"MA W \ ws] SNA g \/ (AR AC R\ AVU\GAVIER
R \_ X >
050 050
DS bise D7 Diss D D% Dior Dl Dise D7 Diss DI Dion Dior
Day boundaries Day boundaries
¢ prosumer_12: Days 185-191 | MAE=0.221 MAPE=24.4% prosumer_12: Days 185-191 | MAE=0.221 MAPE=24.47
8y = Actual (D185-D191) 3.0 DISS-DI91)
as Prediced (DI85 DI9N) - e Saviog (DIS5-DISN)
> |
| 0
i i & ¥ i i @
Prosumer 12 —> i i | f | i — . | b i | 999
i f | f | fl 41 sc Yoy i1 i P @
Local | 1 I | 1 { | i ol 1oy ii i Lo iz Ao
I i | | | i i I A PE T PR R S P - A T [
Model i 1 I 1] | i i L BN T S A O I A B L N R it
o oW L 1 (1A | | i i | LR N R BN L I P Y PN ] AL
R ol LA \"U‘[\’M\\A k. _,‘ﬂ\‘/\/ b LA R, B VLY VIR VAN LIPSV LV N VN !

DIss DIs6

Diss DIsY Di%0

Day boundaries

DIg7 DIss DIsS DIS6 DIs?

§ D%
Day boundari

DIs9 DIoI
ies

Figure 5. Peak Shaving Process in EMSs.

5.2. On-Chain Perspective: Global Interaction and Grid Stability

In the last section, we describe the detailed dataflow and workflow of each grid
endpoint equipped with an EMS. Once the daily timer is triggered, the TC component of
each EMS submits the optimized forecasted data for the following day to the blockchain.
At the start of the next day, all grid endpoints adjust their behavior according to their actual
consumption patterns in order to increase their probability of being elected as the next day’s
block proposer (or leader) and to participate in energy trading. At each EMS endpoint,
we configure 11 household devices that can be controlled and adjusted through the SC
component to enable self-management of grid endpoints, including television, heat pump,
lamps, dishwasher, washing machine, microwave, oven, electric water heater, vacuum
cleaner, laptop, and tumble dryer.

As mentioned earlier, we use one-year data to train the built-in forecasting model of
each EMS, and employ the subsequent year’s data as a reference to evaluate and illustrate
the internal dynamics of our proposed blockchain energy trading architecture (hereinafter
referred to as BTA), including supply—-demand fluctuations, pricing, and trading activity.
For demonstration purposes, we select two time periods for simulation: Days 91-105
(corresponding to hour index 2161-2496) as Period 1 and Days 321-335 (corresponding to
hour index 7681-8016) as Period 2. Figure 6a illustrates the supply—demand pattern of the
grid during Period 1. This period corresponds to Condition C; in Algorithms 1 and 2, where
solar irradiance is relatively abundant and the aggregate supply from prosumers is high.
In contrast, as shown in Figure 6b, the total prosumer supply in Period 2 is substantially
lower, corresponding to Condition C; in Algorithm 3. It should be noted that although the
Sundance dataset originates from a region with highly favorable geographic conditions,
a microgrid with a large number of consumers cannot rely solely on solar panel-based
supply to meet the total demand [40,41]. In our experimental setting, the ratio between
consumers and prosumers is 1:2, and the overall level of consumption is relatively high. As
aresult, unlike the Algorithms 1 and 2, both conditions require active participation from the
national grid to balance supply and demand. We select these two time periods primarily to
evaluate whether the proposed BTA can maintain grid stability under different dynamic
conditions while simultaneously monitoring the activity of the energy trading market.
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Figure 6. Supply—demand patterns: (a) Pattern 1 (Day 91-105, hour index 2161-2496); (b) Pattern 2
(Day 321-335, hour index 7681-8016).

Pattern 1: Figure 7 illustrates the dynamic energy consumption within the grid during

Period 1. Subfigure (a) presents the consumption behavior of a selected individual endpoint

(Consumer 1), (b) shows the aggregated consumption of all consumers, (c) depicts the

aggregated consumption of all prosumers, and (d) displays the overall grid consumption.

In each subplot, the gray dashed line represents the consumption trend from the original

dataset at the corresponding time, the blue dashed line denotes the forecasted values

submitted by the EMSs to the blockchain, and the orange solid line indicates the actual

consumption dynamics of the power grid, which we refer to as the output of the BTA.

We conceptualize the BTA as a “power transformer” that converts highly fluctuating,

single-endpoint consumption inputs into a stabilized aggregate output with reduced peak

amplitudes. As shown in Figure 7a, the BTA exhibits strong distributed control capability

for a single endpoint: the average peak shaving rate (Avg_psr in Figure 7) of an individual

endpoint can reach up to 30%. Since the consumption patterns vary across grid endpoints

and some endpoints naturally exhibit low volatility, the average peak shaving rate across

all consumers is approximately 15%, while that of all prosumers is around 7.3%. From a

power-system perspective, peak-load reduction has direct implications for distribution-grid
stability. Under the linearized DistFlow model for radial distribution feeders [42,43], nodal
voltage drops scale approximately with the active power flowing through each line. A peak-

shaving rate, therefore, corresponds to a proportional reduction in the worst-case voltage

drop, increasing the system’s voltage margin relative to statutory limits and reducing

thermal stress on feeder conductors and transformers. Peak-load reduction is also closely

related to economic performance. Lower system peaks typically reduce demand-related

capacity charges and can defer network reinforcement investments, which constitute a

major portion of distribution-grid operational expenditures [44,45]. Moreover, endpoint-
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side management at each grid endpoint cannot always enforce consumption precisely
within the forecasted range. In our simulation, household machines support only a limited
number of operating modes (2 modes of high-power and energy-saving). When the actual
demand exceeds the forecasted one, the SC of the EMS may switch the refrigerator to an
energy-saving mode, but would not turn it off entirely. As a result, the actual consumption
slightly deviates from the forecasted demand. Nevertheless, due to the influence of the
incentive mechanism, the overall deviation remains small, and the average peak shaving
rate of the entire grid remains around 10%.
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Figure 7. Dynamic Power Consumption of BTA (Pattern 1): (a) Dynamic consumption of the
consumer 1; (b) Dynamic consumption of all consumers; (¢) Dynamic consumption of all prosumers;
(d) Dynamic consumption of all endpoints.

Figure 8 presents the overall supply—-demand levels of the power grid during Period 1.
Although prosumers generate a relatively high amount of electricity during this period, as
also shown in Figure 6a, their actual contribution to the market is impacted by the energy
price, self-demand, and battery status. In our simulation, if the lowest bid price in the
market on a given day falls below the previous day’s market-clearing price, prosumers
may deem the profit insufficient and choose not to sell their energy. Instead, they store it in
their batteries and wait for a more favorable selling opportunity, which aligns with realistic
market behavior. As a result, the national grid ultimately supplies slightly more electricity
than prosumers during Period 1. However, thanks to the forecasting component in EMS
and the PoP incentivized mechanism, the overall prediction error between the forecasted
consumption and actual consumption in the power grid remains around 3.98%, which
enables the national grid to accurately determine the amount of power that needs to be
imported by comparing the forecasted demand with the prosumers’ generation capacity,
thereby maintaining a stable balance between supply and demand within the power grid.
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Figure 8. Supply and Demand (Pattern 1).

Finally, to evaluate the trading activity of the on-chain energy auction market, we
analyze the transaction dynamics during Period 1, including the average auction price
at each hour index and the gas cost incurred by EMSs-blockchain interactions, as shown
in Figure 9. We set the electricity price of the national grid to 0.25 CHF/kWh (based on
the electricity tariff published by Zug Canton, Switzerland: https://www.wwz.ch/de/
privatpersonen/energie/strom/tarife, accessed on 17 October 2025), which is approxi-
mately 0.31 USD/kWh. The pricing strategy for energy selling requires the price to be
higher than the previous day’s market-clearing price but lower than the lowest bid price
in the current hour index. The purchasing price of energy is determined based on the
transaction prices of the previous seven days. As shown in Figure 9 (left), the auction
price in the energy market ranges between 0.10 and 0.20 CHF/kWh, exhibiting relatively
stable fluctuations while consistently remaining below the national grid electricity price
(0 means no energy flow between consumers and prosumers). This price advantage helps
sustain the activity of the energy trading market. Moreover, since each grid endpoint
is equipped with a battery for self-management in our simulation, most energy trading
occurs in the middle of the day, as shown in Figure 9 (left) with the gray dashed line. To
minimize the computational and energy overhead associated with blockchain execution,
we design the smart contract in a lightweight, information-oriented form that avoids any
intensive state changes or iterative on-chain logic, which significantly reduces the energy
cost of blockchain participation for EMS, making our architecture environment-friendly.
The Figure 9 (right) reports the gas cost required for on-chain transactions. For each time
index, we aggregate the gas consumption of all on-chain transactions of a given type
and convert the total gas cost from ETH to CHF (The ETH-CHF conversion is computed
using real-time exchange rates from CoinGecko: https://www.coingecko.com, accessed on
17 October 2025). Therefore, each point in the figure represents the total gas expenditure of
that transaction type within the corresponding hour. As shown in the Figure 9 (right), even
during periods of intensive market activity, the resulting costs remain moderate and are
primarily driven by simple data-registration operations, since all computation-intensive
logic is kept off-chain.

Pattern 2: The dynamic consumption pattern of the grid in Period 2 is shown in
Figure 10. Subfigure (a) presents the consumption dynamics of Endpoint 1 (Consumer 1),
and subfigure (b) illustrates the overall consumption dynamics of all endpoints during
Period 2. Similar to Period 1, the BTA achieves an average peak-shaving rate of 25.8%
for Endpoint 1 and 12.1% for the entire grid. In comparison, existing blockchain-based
energy trading and demand-side management frameworks typically report peak-demand
reductions on the order of 10-25% under different settings. For example, Ouyang et al. [46]
report about a 10% peak reduction in a blockchain-based new energy trading system, while
Boumaiza [22] achieves a 25% highest reduction in peak demand in a blockchain-enhanced
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DSM case study. Our results therefore fall within the upper range of peak-shaving perfor-
mance of 29.6% in the pattern 1 reported for blockchain-enabled schemes, while relying
only on an incentive-driven, distributed control architecture without centralized optimiza-
tion. As shown in Figure 6, Period 2 exhibits stronger consumption volatility compared
to Period 1, which imposes higher requirements on the self-management capability of
individual endpoints. Nevertheless, as seen in Figure 10b, the overall fluctuation in con-
sumption during Period 2 remains comparable to that of Period 1, as shown in Figure 7d,
demonstrating the flexibility and robustness of the BTA’s distributed control capability.
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Figure 9. On-Chain Market Information (Pattern 1).

Similar to the dynamic monitoring performed for Period 1, we also analyze the
supply—-demand behavior of the grid during Period 2, including the distribution of supply
between prosumers and the national grid, as well as the resulting supply—-demand gap.
As shown in Figure 11a, the total supply from prosumers during Period 2 is lower than in
Period 1, leading to a significant increase in the national grid’s contribution. Nevertheless,
due to the EMS-based forecasting mechanism, the average supply-demand gap in Period 2
remains as low as approximately 2.84%, ensuring that overall grid balance of supply
and demand is maintained. In addition, as illustrated in Figure 11b (left), the energy
market price continues to remain within the range of 0.10-0.20 CHF/kWh, indicating price
stability. However, market activity is noticeably lower than in Period 1, particularly among
prosumers, as reflected by the yellow dashed line in the Figure 11b (right).
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Figure 10. Dynamic Power Consumption of BTA (Pattern 2): (a) Dynamic consumption of the
consumer 1; (b) Dynamic consumption of the whole grid
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Figure 11. Summary of the Period 2: (a) Supply and Demand (Pattern 2); (b) On-Chain Market
Information (Pattern 2).

Based on the observations from the above figures and tables, our proposed BTA
integrates bottom-up EMS-driven self-management with top-down blockchain-based in-
centive coordination, thereby exhibiting strong distributed control capability to maintain
grid stability. At the local level, each EMS autonomously smooths its own consumption
profile to reduce single-point volatility and leverages accurate forecasting to minimize
local unpredictability. At the global level, the blockchain and the regulator enable efficient
distributed coordination across all endpoints, thereby stabilizing overall power grid voltage
and balancing supply and demand.

6. Conclusions and Future Work

Blockchain technology offers unprecedented opportunities for advancing modern
power grid development and has significantly accelerated the adoption of clean and
distributed energy resources. However, the rapid proliferation of RES and DERs also intro-
duces severe challenges to maintaining grid stability under dynamic and heterogeneous
operational conditions. To address these challenges, this paper systematically analyzes
the inefficiencies inherent in existing power grid management models under large-scale
integration of dynamic loads and identifies the fundamental structural requirements for
achieving stability in modern energy systems. Building on this analysis, we further develop
a generalized business model applicable to small- and medium-scale power grids, which
clarifies the key organizational components and operational interactions within modern
power systems. Based on this business model, we propose a modular blockchain-based en-
ergy trading architecture that flexibly integrates existing hardware infrastructures and grid
control technologies as core components, maintaining grid stability through three essential
capabilities: endpoint-level self-management, distributed control enabled by blockchain-
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based incentive mechanisms, and global coordination facilitated by regulatory entities. We
further implemented and evaluated a prototype of the proposed architecture. Experimental
results demonstrate that it effectively supports self-management at grid endpoints, achiev-
ing peak-shaving improvements of up to 29.6%, and maintains supply—-demand balance
through distributed regulation, with a deviation of only 5% in average. In addition, the
architecture enables system-wide coordination across distributed entities. Overall, the
findings indicate that the proposed architecture provides a viable pathway toward a stable,
transparent, and autonomously managed power grid, effectively bridging the gap between
market liberalization and operational reliability.

To enhance compatibility and reduce infrastructure upgrade costs, our architecture
is designed to integrate existing hardware and software while primarily upgrading the
management and operational logic. Accordingly, our future work will focus on advancing
key technical components within the proposed architecture. One direction is to integrate
more accurate Al models and a more efficient training framework into the EMS compo-
nent. A promising extension is to incorporate federated learning frameworks that identify
consumption patterns at grid endpoints [47], together with recent ML-based demand-side
modeling techniques—such as MAS-DR for consumer segmentation and aggregation [27].
For the trading platform component, we aim to integrate scalable and high-performance
blockchain systems to improve transaction throughput while keeping blockchain mainte-
nance overhead at the endpoints minimal. Potential solutions include adopting DAG-based
blockchain architectures [35,48]. In addition, expanding access to high-quality datasets
and real-world experimental environments remains an important direction for future work.
Due to privacy regulations and geographical constraints, publicly available household-level
renewable generation datasets are limited, and comprehensive open datasets, including the
Sundance dataset used in this work, generally do not provide corresponding distribution
network models. As a result, we are able to assess grid-level phenomena such as nodal
voltage stability or power-flow constraints only at a theoretical level rather than through
full power-flow simulations. Beyond data availability, realistic hardware test environments
are also difficult to access, which are typically deployed under strict utility control, and their
firmware, measurement logic, and security modules (such as trusted execution environ-
ments for ZK-proof generation) are rarely open for experimental validation. Consequently,
the privacy-preserving components of our architecture, such as zero-knowledge proofs
for metering correctness, are demonstrated using software-based abstractions rather than
genuine hardware-backed metering systems. We view this as an important opportunity for
future work. Establishing a controlled testbed with real smart meters and programmable
EMS hardware, together with a distribution-level network models and field-grade mea-
surement systems would enable comprehensive validation of both the privacy-preserving
metering pipeline and the full-grid stability impacts of PoP-based coordination.

Ultimately, our goal is to combine advanced analytics, scalable distributed comput-
ing, and a global coordination platform to strengthen grid stability and reliability, laying
the foundation for the next generation of sustainable, resilient, and efficient energy
trading infrastructures.
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Abbreviations

The following abbreviations are used in this manuscript:

BTA Blockchain-based Energy Trading Architecture
BTP Blockchain Trading Platform

ConsensusSC  Consensus Smart Contract

DER Distributed Energy Resource

DM Device Monitor

DSO Distributed System Operator

EMS Endpoint Mini Server

EV Electric Vehicle

ISC Identity Smart Contract

LEM Local Energy Market

LEMMP Local Energy Market Management Platform
LPD Local Power Distributor

PoP Proof of Prediction

RES Renewable Energy Source

SC Self-Controller

SM Smart Meters

SMC Smart Meter Controller

TC Transactive Controller

TSC Trading Smart Contract

Appendix A. Zero-Knowledge Interfaces for Verifiable Metering and PoP
Leader Selection

We model zero-knowledge proofs via abstract interfaces that can be instantiated by
any modern proving system (e.g., SNARKs, STARKS). For a given NP relation R, a ZK
system provides three interfaces:

1. Setup: (pp,vk) + ZK.SETUP(1},R),
2. Proof Generation: 7 <— ZK.PROVE(pp, x, w),
3. Verification: ZK.VERIFY(vk, x, 77) € {0,1},

where A is the security parameter, x is the public input, and w is the witness such that
(x,w) € R. In our setting, we instantiate two relations: one for smart-meter correctness
and one for DSO-side PoP computation.

Metering Correctness Relation with Smart-Meter Identity Binding. Each endpoint i owns
a registered smart meter with identifier SM_ID"), which is stored in its corresponding
ISC smart contract. The daily real consumption sequence is Lgi) = ( gi), cee, cgi)), derived
from raw meter readings raw!). We define the computation relation for metering via
Rumeter = {((SI\/I_ID(i), L((;i)), raw(i)) ’ Lgi) = AGGREGATE(SM_ID(i),raw(i)) } The corre-
sponding ZK interfaces are:

M1.  Meter-Setup: (ppmeter, Okmeter) < ZK_METER.SETUP (1}, Rieter )-
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M2. Meter-Proof Generation:

71; +— ZK_METER.PROVE (ppmeter, (SM_ID!, L)), raw(®).
M3.  Meter-Proof Verification:

ZK_METER. VERIEY (vkmeter, (SM_ID®, L), 7,) € {0,1}.
DSO Computation Correctness Relation. To maintain compatibility with the current infras-
tructure, the DSO continues to operate the deployed smart meters. This relation verifies that
the DSO performs the PoP leader-selection computation faithfully (details in Section 3.4).

. N

Let X = ({Lgl)}ieendpointsr {L;(alg }i€endpoint51 /\)/ Y = ({Ei}ieendpointsr i*)r where X denotes
all public inputs to the choose_leader function and Y its expected outputs. We define the
computation-correctness relation as Ry = {(X,Y) | Y = COMPUTEPOP(X)}, ensuring

that the DSO’s announced leader and intermediate error scores are validated. Consequently,
the DSO-side ZK interfaces are:

Cl. Computation-Setup: (ppeatc, Vkcate) < ZK_CALC.SETUP (1%, Realc)-
C2. Computation-Proof Generation: 71 <~ ZK_CALC.PROVE(ppeaie, X, Y).
C3. Computation-Proof Verification: ZK_CALC.VERIFY (vkgy, Y, 7€) € {0,1}.

Appendix B. Algorithms

Algorithm A1 Smart-Meter Measurement at Endpoint i

Require: Smart-meter raw readings for endpoint i
Require: Public parameters ppmeter of the ZK system for the metering relation
1: function GET_DATA_WITH_PROOF(SM)
2: (pPmeter, Vkmeter) < ZK_METER.SETUP (1", Rueter)
: > Obtain the real consumption sequence from the smart meter

3
4 LE” + SM.READDATA()

5 > Generate a ZK proof that Lgi) is correctly derived from raw metering data
6: 7t; < ZK_METER.PROVE (PPmeterr L((;i), raw readings)

7 > zKproo in the Algorithms 1 and 2 denotes the parameter set to verify the proof
8 return (Lgi), ;)
9: end function

Algorithm A2 Leader Selection for Proof-of-Prediction (PoP)

O _ ()

Require: Real consumption sequences: {(L,(;i), 7;) Yicendpointss Where L 17 eiCy
Y Vi . .

Require: Predicted consumption sequences: {LSC) }icendpoints, Where LSC) = (6/1(1), . ..,é;(i))
Require: Weighting parameter A € [0, 1]

. N/
1: function CHOOSE_LEADER({(LEI)' ni)}ieendpointsr {L;lc) }ieendpointsr A)
2 V0O > set of endpoints with valid meter proofs
3 for all i € endpoints do
4 if ZK_METER.VERIFY (0kmeter, (sm_ip®, Ly, 71;) = 1 then
5: YV« VUu{i}
6 EdeV 0
7 fort =1to24 do )
8 E;:lev - Elgiev + (CEI) _ 6;(1))
9 end for
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Algorithm A2 Cont.

1
d d
10: Ej fV — ﬂEi ev
11: EYP ¢+ 0
12: fort =1to23do )
ib ib (i) (i)
13: EY™® < E/'® + (ct+1 - )
14: end for 1
ib ib
15: EY® « %E;’l .
16: Ei+ A-E8V 4 (1—)).EYP
17: end if
18: end for

. N
10 X =({L}iey, {Lifc) Yiev, A), Y = ({Eitiey, i)
200 (PPeates Vkcate) < ZK_CALC.SETUP (1%, Reatc)
21: 7% ¢« ZK_CALC.PROVE(pPeate, X, Y).

22: i* < argmin;cy E;

23:  return (i*, 1%9I°)

24: > calculationy,q, s in the Algorithms 1 and 2 denotes the parameter set to verify the
proof

25: end function

Appendix C. Additional Experimental Data

We provide here the detailed numerical values underlying the main evaluation results
described in Section 5.

Table Al. Predicted vs. Actual Consumption (Pattern 1).

Day Predicted Consumption (kWh)  Actual Consumption (KWh)  Deviation

91 653.986 628.195 4.11%
92 668.954 709.476 —5.71%
93 700.596 660.313 6.10%
94 672.484 618.686 8.69%
95 655.819 625.256 4.89%
96 645.799 610.205 5.83%
97 661.643 640.434 3.31%
98 670.930 646.927 3.71%
99 645.120 644.005 0.17%
100 634.374 603.108 5.18%
101 619.817 596.454 3.92%
102 609.475 609.506 —0.01%
103 623.547 619.946 0.58%
104 652.287 631.842 3.24%

Table A2. Real Average Peak-shaving Rate (Pattern 1).

Endpoints Average Peak Shaving Rate (%)
Consumer 1 29.6
Consumer 2 10.0
Consumer 3 12.0
Consumer 4 13.0

Consumer 5 14.4
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Table A2. Cont.

Endpoints Average Peak Shaving Rate (%)
Prosumer 1 5.0
Prosumer 2 6.5
Prosumer 3 7.0
Prosumer 4 8.2
Prosumer 5 9.1
Prosumer 6 7.4
Prosumer 7 6.8
Prosumer 8 7.9
Prosumer 9 8.5
Prosumer 10 6.6

Table A3. Market Clearing Price (Pattern 1).

Day Clearing Price (CHF/kWh)
baseline 0.25
91 0.000
92 0.000
93 0.167
94 0.000
95 0.149
96 0.121
97 0.124
98 0.000
99 0.180
100 0.000
101 0.131
102 0.108
103 0.100
104 0.186
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