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1. Introduction

The financial industry is undergoing a profound techno-
logical transformation. Advances in digital infrastruc-
tures, artificial intelligence, cloud computing, and data
analytics are reshaping how financial services are de-
signed, delivered, and regulated (KPMG, 2025). At the
same time, growing competitive pressure from FinTech
and BigTech companies, heightened regulatory require-
ments, and shifting customer expectations are challeng-
ing the resilience of traditional banking models (KPMG,
2023; Hess, 2024). In this dynamic environment, future
information technology (IT) architectures and infrastruc-
tures are no longer merely operational backbones but
have become key strategic assets that will determine the
adaptability, efficiency, and competitiveness of financial
institutions in the coming decade.

This report investigates the future of IT architectures and
infrastructures in the financial sector. The analysis is struc-
tured around three main perspectives. First, it provides an
overview of current architectures and infrastructures, in-
cluding their core components and governance structures
(Chapter 2). Second, it identifies and discusses the key re-
quirements likely to shape future system designs, such as
functionality, economic efficiency, security, flexibility, and
data-driven capabilities (Chapter 3). Third, it outlines pos-
sible future evolutionary developments across the archi-
tectural layers (Chapter 4). Three revolutionary scenarios
are also presented and examined in terms of their feasi-
bility (Chapter 5).

Building on this framework, the primary focus of the report
is on the Swiss banking ecosystem, which combines long-
standing institutional traditions with strong exposure to
technological innovation. The report considers not only
Swiss banks but also FinTech companies that act as essen-
tial suppliers and innovation partners (Ankenbrand, Bieri,
& Gattlen, 2025). Although themain emphasis lies on the
Swiss context, international influences and global mar-
ket participants are also selectively taken into account.
This applies in particular to core banking systemproviders,
whose platforms and services remain relevant to the digi-

tal backbone of Swiss financial institutions. Swiss banks
operate diverse business models shaped by both tradi-
tion and global financial dynamics. Private banking and
wealth management are typically more global in orienta-
tion, whereas retail banking tends to have amore national
focus. At the same time, investment services and FinTech-
driven innovations are gaining importance (Swiss Finan-
cial Innovation Desk, 2025). Regulatory shifts, increasing
challenges in IT security, and greater global transparency
are reshaping strategic priorities across the sector. Con-
sequently, the processes and requirements of individual
banks and banking groups vary considerably depending
on their businessmodels, reinforcing the need for IT archi-
tectures and infrastructures that are adaptable, resilient,
and future-proof.

The analysis adopts a long-term perspective, examining
how IT architectures and infrastructures may evolve over
the next five to ten years. Given the uncertainty associ-
ated with this horizon, the aim is not to deliver determin-
istic forecasts but to identify fundamental trends and for-
mulate development propositions. Inevitably, this broad
perspective comes at the expense of granularity, yet it en-
ables a structured discussion of strategic directions.

The motivation for this report is grounded in pressing in-
dustry challenges. On the one hand, banks are increas-
ingly seen as constrained by costly and inflexible IT in-
frastructures (Blattmann, Buschor, & Ettlin, 2024; Mur-
phy, 2025). On the other hand, regulatory and technolog-
ical requirements are intensifying, particularly in the ar-
eas of cyber security, resilience, and artificial intelligence
(FINMA, 2024; Federal Reserve, 2025). Core banking sys-
tems remain the backbone of existing IT architectures, yet
their replacement has often been likened to open-heart
surgery, as they are costly, risky, and marked by uncer-
tain benefits for institutions and clients (Fischer & Dib-
bern, 2024). Against this background, the report aims to
formulate propositions on long-term requirements and ex-
plore potential solutions from an ecosystem perspective.
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2. Current IT Architectures and Infrastructures in
Finance

Understanding the current state of IT architectures and
infrastructures in finance is a prerequisite for assessing
potential future developments. This chapter provides
an overview of the architectural layers and technologi-
cal components that constitute the backbone of contem-
porary financial institutions. Section 2.1 introduces the
general framework, outlining its conceptual foundations
and overall design principles. The following sections then
examine the individual components of the framework in
greater detail.

2.1. Architecture and Infrastructure
Framework

A structured understanding of financial IT landscapes re-
quires a comprehensive framework that captures both
technological and organisational dimensions. For this
purpose, the analysis in this chapter is based on the
InventxLab reference architecture developed by Inventx
(Rhyner, 2023b). The framework provides a blueprint for
categorising the core elements of banking IT, ranging
from customer-facing layers (i.e., the digital experience
platform) to the underlying infrastructure and governance
mechanisms.

Digital Experience Platform

Business PlatformSe
cu

rit
y 
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ite

D
ata Factory

Decoupling Platform

IT Governance, Management, and Development

Multi-Cloud Platform

Figure 2.1: IT architecture blueprint. Source: Based on
Rhyner (2023b)

Figure 2.1 illustrates this reference architecture. It depicts
the principal layers and components that constitute mod-

ern financial IT systems, including the business platform,
decoupling platform, digital experience platform, security
suite, data factory, multi-cloud platform, and IT gover-
nance, management, and development. These elements
interact to form an integrated architecture that supports
both operational stability and innovation capacity.

The subsequent sections (Section 2.2 to Section 2.8) ex-
amine each of these components in greater detail, high-
lighting their current state, challenges, and implications
for financial institutions.

2.2. Business Platform

The business platform encompasses the core functionali-
ties required to realise a bank’s business model. These in-
clude retail, commercial, and investment banking, as well
as cross-cutting functions such as marketing and sales,
risk and compliance, and business support. In most in-
stitutions, these functionalities are embedded in the core
banking system, which serves as the central operational
backbone. It processes banking transactions and updates
accounts and financial records on a daily basis, and in-
cludes “deposit, loan, and credit processing capabilities,
along with interfaces to general ledger systems and re-
porting tools” (Fischer & Dibbern, 2024).

Against this background, the Swiss core banking mar-
ket is characterised by a limited number of established
providers alongside emerging, cloud-native solutions from
global software providers. The Swisscom Core Bank-
ing Radar highlights that established platforms such as
Avaloq, Finnova, Finstar, Olympic, Temenos, and TCS
BaNCS continue to dominate, while newer entrants like
Thought Machine (Vault Core), Tuum, and Mambu are
gaining attention due to their open design and modular,
API-first architectures (Popp, 2023; Tunçer, Popp, Eckert,
& Zerndt, 2025).1

Smaller retail banks in Switzerland predominantly rely on
core banking solutions from Avaloq or Finnova (Popp,

1 For an additional, though less current, overview of core banking sys-
tems, see the 2023market overview by IT-Finanzmagazin, accessi-
ble here.

https://www.it-finanzmagazin.de/update-2023-marktuebersicht-der-kernbankensysteme-mit-detail-tabelle-152660/
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2023), which together account for the majority of this
segment (Blattmann & Buschor, 2023). Some institu-
tions also use Finstar or other niche providers (Blattmann
& Buschor, 2023). Overall, these banks usually source
their core application from a BPO provider that operates
the system based on a shared platform and configura-
tion. Consequently, they benefit from standardised sys-
tems that follow a “model bank” approach, ensuring that
core functionality and security requirements are met at
a reasonable cost. Mid-sized and larger retail banks also
often rely on Avaloq’s and Finnova’s core banking solu-
tions and use a higher level of individualisation. Depend-
ing on their specific requirements for functionality, flexibil-
ity, or security, however, other providers are also chosen.
A fewmid-sized retail banks operate with alternative or in-
dividually developed solutions. Large banks, such as UBS
or Zürcher Kantonalbank, often rely more heavily on indi-
vidual systems, adopt customised configurations of stan-
dardised platforms like Avaloq’s implementation for Raif-
feisen (Avaloq, 2019), or use entirely different solutions
such as PostFinance with TCS BaNCS (Tata Consultancy
Services, 2011).

Compared to more retail-oriented banks, smaller private
banks use a variety of core banking solutions. These in-
clude Avaloq, Finnova, Finstar, and Tata Consultancy Ser-
vices (TCS), which primarily cover basic functionality and
security needs. Mid-sized and larger private banks, by con-
trast, face higher functional and security demands and
therefore frequently rely on more advanced solutions, of-
ten from Avaloq, Finnova, Olympic, or Temenos.

Overall, the choice of core banking system largely reflects
the size and strategic orientation of the institution. Large
universal banks typically rely on highly customised plat-
forms, whereas smaller institutions tend to adopt more
standardised approaches. Beyond these structural differ-
ences, however, perceptions of core banking systems vary
considerably between providers and banks. Providers gen-
erally assess the current state of core banking systems
more positively than banks, which call for shorter inno-
vation cycles, more flexible cost structures, and greater
customer orientation. Although banks acknowledge the
stability and functional breadth of existing platforms,
they criticise their limited flexibility and long development
times. The high effort and risk involved in switching sys-
tems creates strong dependency on providers, often de-
scribed as a “lock-in effect”. Such dependency can lead to
strategic standstill, as all parties involved benefit from the

status quo without real incentives for change. Neobanks,
in particular, highlight the lack of digitalisation and ad-
vocate modular solutions, but face market-related hurdles
and regulatory constraints (Blattmann, Buschor, & Ettlin,
2023).

These concerns are reinforced by the growing complex-
ity within banks, particularly in large institutions, which
is increasingly perceived as a burden and restricts their
ability to expand service offerings. IT departments there-
fore advocate greater standardisation to better manage
diverse requirements. The large number of peripheral sys-
tems, limited process harmonisation, and increasing li-
censing andmaintenance fees imposed by global technol-
ogy providers are major contributors to rising costs and
obstacles to innovation. At the same time, core bank-
ing systems are often regarded as insufficiently open and
modular, hampering flexible integration with other appli-
cations and limiting the agility of the business platform
(Blattmann et al., 2023).

2.3. Decoupling Platform

The decoupling platform, also referred to as the integra-
tion layer, acts as amiddleware connecting the core bank-
ing system (see Section2.2) to other applications, services,
and platforms. Its primary purpose is to enable secure
data exchange,messaging, and process automationwhile
ensuring that innovation and system changes can occur
without directly affecting the underlying core system.

At the heart of this platform are application programming
interfaces (APIs), which provide standardised, reusable,
and secure interfaces between systems. By leverag-
ing APIs, the decoupling platform unifies communication
across different applications, such as between a customer
relationship management (CRM) system or a data lake-
house and the core banking platform. This layer is partic-
ularly critical for front-end applications, which require fre-
quent updates to meet evolving customer needs, whereas
core banking systems typically evolve at slower speeds dic-
tated by maintenance and release cycles. In addition, the
decoupling platform functions as the technical handover
point for Open Banking and Open Finance, where inter-
nal services are exposed externally in a controlled manner
through standardised APIs. In this sense, it not only sup-
ports organisational decoupling but also acts as the gate-
way for banks to participate in broader ecosystems and to
enable third-party innovations.
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In addition to APIs, the decoupling platform integrates
a range of supporting technologies. Job scheduling and
management systems coordinate batch processes and
background tasks, including account reconciliations, re-
port generation, and large-scale data processing. Mes-
saging and streaming technologies facilitate real-time
data exchange between applications and services. Vari-
ous tools support process orchestration, offering reusable
workflows, microservices, and APIs that can be distributed
through process marketplaces. Together, these compo-
nents make the decoupling platform a critical enabler of
flexibility, modularity, and innovation in modern banking
IT architectures.

Beyond the intra-bank perspective, decoupling platforms
increasingly play a role in inter-bank connectivity. Initia-
tives such as bLink illustrate how standardised API-based
integration layers can facilitate secure and efficient com-
munication between different financial institutions. By
providing a shared decoupling and integration framework
across banks, these platforms enable cross-institutional
process automation, instant payments, and the creation
of joint ecosystems (SIX, 2024). This development ex-
pands the scope of the decoupling concept: from support-
ing modularity and innovation within a single bank to fos-
tering interoperability and collaborative service offerings
across the entire financial industry.

2.4. Digital Experience Platform

The digital experience platform (DXP) represents the ar-
chitectural layer closest to customers and many exter-
nal partners. A DXP orchestrates multiple solutions and
channels, aiming for a seamless digital customer journey
(Shivakumar & Sethii, 2019; Gartner Peer Insights, 2025).
Thus, all customer-centric technologies converge at this
layer, including mobile and web applications, e-banking,
content management systems, and social media integra-
tions.

Mobile solutions such as smartphone apps are well es-
tablished, provided by most banks, and have become the
primary touchpoint for many institutions. By the end of
2022, approximately 62 percent of all banking logins in
Switzerland were conducted via mobile devices, and in
some institutions more than 80 percent of logins took
place via smartphone (Dietrich & Amrein, 2024). Techni-
cally, these solutions are either individually developed or
white-labelled from core banking providers or other third

parties. Mobile banking solutions are mostly designed fol-
lowing a modular software architecture based on loose
coupling and headless design2, typically implemented via
standardised APIs.

In 2023, web-based applications were still more
widespread among banks than mobile banking so-
lutions, with approximately 84 percent of the Swiss
population using online banking (Eurostat (via Statista),
2024). Yet many banks still lag behind in adopting
modern, responsive designs. Consequently, advanced
developments such as the metaverse or mixed-reality
environments are not currently considered strategic
priorities. Among retail banks in Switzerland, only seven
percent regard the metaverse as highly important, while
78 percent rate its importance as low or even non-existent
(Blattmann, Fischer, & Ettlin, 2025).

Other relevant elements of the DXP include content man-
agement and social media tools, which are mainly used
formarketing purposes but often remain only loosely inte-
grated into core banking environments. Marketplace solu-
tions are also gaining in importance as part of the ongoing
evolution of Open Finance and Embedded Finance. How-
ever, these solutions are often designed outside of banks,
for example, in the field of credit lending3, yet they in-
creasingly influence customer expectations regarding dig-
ital ecosystems.

Reflecting on the evolution of digital platforms, most
banks have moved beyond the early evolution phase of
merely providing websites as basic digital touchpoints
(Shivakumar & Sethii, 2019). Instead, technology plat-
forms with domain-specific features have been developed
and deployed. However, the final stage, including a com-
prehensive personalised and user-centric customer experi-
ence based on an integrated, omnichannel platform, has
not yet been reached by the majority of financial institu-
tions in Switzerland.

2 Loose coupling is an architectural principle stating that “compo-
nents and services should have minimal dependencies on each
other. Standardised, business-oriented APIs make sure consumers
are not impacted by changes to services. This allows service own-
ers to change implementation, switch out components, or modify
data records behind the APIs without downstream impact to end
users” (European Commission, 2025). Headless design extends this
principle by separating front-end presentation from back-end logic,
allowing banks to develop and adapt user interfaces independently
of the underlying core systems.

3 For more information on marketplace lending in Switzerland, see
Berchtold, Amrein, and Dietrich (2025).
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2.5. Security Suite

Building on these customer-facing and integration layers,
the security suite constitutes a critical layer of the bank-
ing IT architecture, designed to safeguard sensitive finan-
cial data, preserve system integrity, and ensure resilience
against internal and external threats.

The security suite also integrates advanced detection
and prevention technologies. Extended detection and re-
sponse (XDR) solutions monitor activities across systems
to identify and respond to anomalies, while preventive
measures such as data encryption and network micro-
segmentation reduce the attack surface. In particular,
micro-segmentation divides networks into isolated seg-
ments, limiting the ability of attackers to move laterally
within banking systems.

These detection signals and preventive controls are cen-
trally monitored and assessed in the security operations
centre (SOC). SOC teams rely on security information and
event management (SIEM) systems to collect and corre-
late events across diverse sources, enabling them to dis-
tinguish routine anomalies from actual security incidents
and respond accordingly.

2.6. Data Factory

The data factory serves as the central platform for orches-
trating the collection, integration, processing, and trans-
formation of vast amounts of unstructured and structured
data from diverse sources. Its purpose is to provide a re-
liable foundation for analytics, artificial intelligence (AI),
machine learning, and business processes, forming the ba-
sis for data-driven operations.4

Clean and integrated data produced within the data fac-
tory enables the automation of routine processes through
bots and other digital tools. These solutions rely on high-
quality data inputs to operate efficiently and consistently.
In addition, the platform aggregates and prepares data
for use in business intelligence (BI) applications, which in
turn generate dashboards and reports to support man-
agement decisions. Metadata management plays a cru-

4 See, for example, UBS Key4 Insights, which reports that after two
years of operating its data-driven platform, UBS has generatedmil-
lions of personalised “insights” (e.g., budget hints, spending alerts)
through its analytics engine, positioning data as a core pillar of cus-
tomer engagement (Dietrich, 2025).

cial role in this context, as metadata documents data ori-
gin, quality, and lineage. This ensures transparency and
accountability, both of which are essential for sound gov-
ernance and regulatory compliance.

At the core of the data factory are the data warehouse
(DWH) and data lake. The DWH stores structured, histor-
ical data optimised for query performance and BI report-
ing, while the data lake retains raw and semi-structured
data at scale to support flexible analysis and innovation.
The interplay of these components creates an environ-
ment where data science teams can access clean, com-
prehensive datasets for developing predictive models, as
well as other advanced analytics, enabling personalised
customer experiences and enhanced risk management
strategies, for example.

2.7. Multi-Cloud Platform

A multi-cloud platform enables financial institutions to
combine and manage IT infrastructure services from dif-
ferent cloud providers and deployment models, including
private, community, and public clouds.5 Its central func-
tion is to orchestrate and govern applications, data, and
services across heterogeneous and distributed cloud envi-
ronments. Effective platform management ensures reg-
ulatory compliance, monitors system performance, and
optimises workload distribution across platforms. For se-
cure, resilient, and highly available connectivity, software-
defined (SD) networking and secure inter-domain routing
with SCION6 are common technologies.

The strategic relevance of multi-cloud management is
steadily increasing as financial institutions push ahead
with the adoption of emerging technologies. At the same
time, regulatory requirements and third-party risk man-
agement (TPRM) considerations add further weight to

5 Private clouds are dedicated infrastructures for a single bank, often
via providers like Swisscom or Inventx in Switzerland. Community
clouds are shared by several banks to meet sector needs. Public
clouds (e.g., Azure, AWS, or Google Cloud) offer scalability and effi-
ciency but are adopted more cautiously in Switzerland (Blattmann
et al., 2025).

6 SCION (Scalability, Control, and Isolation OnNext-GenerationNet-
works) is a secure inter-domain Internet architecture developed in
Switzerland. Unlike the current Internet’s Border Gateway Proto-
col (BGP) routing, which connects autonomous systems but lacks
strong security and path control, SCION offers cryptographic path
validation, multi-path routing, rapid failover, and enhanced avail-
ability, reliability, and digital sovereignty (National Cyber Security
Centre Switzerland, 2025).
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the topic. Banks seek to avoid overreliance on individ-
ual cloud providers or hyperscalers andmust demonstrate
compliance with supervisory expectations regarding data
portability, resilience, and credible exit strategies. Manag-
ing provider risks has therefore become a key element of
sourcing strategies, with regulators and auditors demand-
ing that institutions actively address concentration risks
and ensure operational continuity across diverse cloud
partners (Blattmann et al., 2025). Against this backdrop,
the adoption of emerging technologies further reinforces
the importance of multi-cloud infrastructures. Distributed
ledger technologies (DLT) and blockchain solutions, for in-
stance, often require interoperable environments across
institutions, while the anticipated rise of quantum com-
puting services is expected to further reinforce the need
for flexible and secure multi-cloud platforms.

2.8. IT Governance, Management, and
Development

IT governance, management, and development in bank-
ing have transformed in recent years from strong hierar-
chical structures to cross-functional or agile settings, re-
flecting the growing need for flexibility and responsive-
ness. Nonetheless, regulatory requirements continue to
exert a significant influence. Governance processes, man-

agement decisions, and development activities are often
subject to documentation and formalised oversight, en-
suring compliance but also adding complexity to organi-
sational structures.

Even before the rise of AI, banks had begun to transform
their IT infrastructure from cost centres to strategic value-
creating units. This shift has affected both organisational
models and software development practices. A gradual
technological transformation has started, moving from
monolithic systems towards service-oriented architectures
(SOA) built on microservices. At the same time, agile de-
velopment methods and DevOps practices have reduced
dependency on rigid release cycles, traditionally limited
to two per year, by enabling more frequent and iterative
software updates.

Consequently, IT and business functions are becoming in-
creasingly interdependent. Shared value streams and ag-
ile teams require both domains to “speak the same lan-
guage”, ensuring that technological development is di-
rectly aligned with strategic and operational priorities. In
this way, IT governance, management, and development
form a critical layer of the banking architecture, shaping
how effectively institutions can adapt to regulatory, tech-
nological, and market-driven change.
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3. Requirements for Future IT Architectures and
Infrastructures in Finance

The design of future IT architectures and infrastructures
in finance is driven by a set of interrelated requirements
that extend beyond purely technical considerations. They
reflect economic pressures, regulatory obligations, tech-
nological advances, and strategic priorities within the fi-
nancial ecosystem. This chapter delineates five central re-
quirements that are expected to shape the evolution of
financial IT systems in the coming decade. These include:

• Functionality

• Economic efficiency

• Security, compliance, and resilience

• Modularity and flexibility

• Data orientation and sovereignty

Each requirement represents a distinct dimension of sys-
tem design, yet their interdependencies highlight the
complexity ofmodern financial IT. For example, achieving
modularity may enhance flexibility but also raises chal-
lenges for security and resilience. Likewise, data-driven ar-
chitectures offer opportunities for personalisation and au-
tomation while simultaneously intensifying demands for
compliance and ethical use of information.

By systematically discussing these requirements, this
chapter provides a framework for analysing both the
shortcomings of current architectures and the guiding
principles for future developments. This analysis serves as
a conceptual bridge toward Chapter 4, where potential ar-
chitectural solutions are outlined. The following sections
(Section 3.1 to Section 3.5) examine each requirement in
more detail.

3.1. Functionality

Functionality constitutes a fundamental requirement for
banking solutions, as it defines the extent to which IT sys-
tems can support business models and enable innovation
in processes, services, and products. From a customer or
user perspective, it is of secondary importance whether
functionality is delivered by a single system or through

seamless integration and orchestration of loosely coupled
software components. Whatmatters is the availability, re-
liability, and orchestration of functions within the overall
system landscape.

At its foundation, any financial IT architecture must pro-
vide essential capabilities to ensure stable and compliant
operations, such as transactional processing, data man-
agement, and reconciliation (Fischer & Dibbern, 2024).
Beyond these baseline functions, the ability to integrate
and extend functionalities dynamically has become a
key differentiator. For instance, advanced analytics, BI
tools, and CRM systems enable institutions to generate
insights, manage client relationships, and support data-
driven decision-making. These may be embedded within
the existing infrastructure or accessed through interopera-
ble third-party solutions connected via APIs or decoupling
platforms.

Equally important is functional accessibility and usabil-
ity. Employees across business units, from relationship
managers to compliance officers, rely on IT systems that
present relevant functions and data in an intuitive and
task-oriented manner. Modern architectures must there-
fore combine functional depth with simplicity of interac-
tion, allowing users to operate efficiently and focus on
value-creating activities rather than technical complexity.
Functionality in this sense becomes a driver of both oper-
ational efficiency and strategic differentiation within the
financial industry.

3.2. Economic Efficiency

Studies consistently confirm that economic efficiency re-
mains an important topic for Swiss banks (Blattmann et
al., 2025; Ernst & Young, 2025). It represents an essential
requirement in any transformation project.

Two major cost dimensions are particularly relevant. The
first concerns the initial investment and the associated
transformation project. Depending on factors like the size
of the bank and its maturity level regarding processes and
data, the vendor’s experience, or the core banking solu-
tion, the investment varies in magnitude. As an example,
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Apobank in Germany spent about EUR 800 million for mi-
grating to Avaloq’s core banking solution (Gamma, 2021).
Costs rise significantly when related tasks, such as process
standardisation or data preparation, are incorporated into
the project scope. In addition, the initial investment typ-
ically also covers expenses for the implementation of the
new system and the training of employees, which are par-
ticularly essential to ensure successful adoption in daily
operations.

The second cost dimension relates to necessary ongoing
expenditures for maintenance, SaaS, licensing, and sys-
tem support. These recurrent expenses must be weighed
against the expected efficiency gains from modernising
the IT infrastructure. As such, economic efficiency is not
only a matter of upfront investment but also of ensuring
long-term cost-effectiveness and scalability.

3.3. Security, Compliance, and Resilience

Security remains a top priority for Swiss banks and regula-
tory authorities, according to various studies (Blattmann
et al., 2025; Ernst & Young, 2025). The frequency and so-
phistication of cyberattacks continue to increase, a trend
amplified by technological advances, including the mali-
cious use of AI. As a countermeasure, financial institutions
require IT solutions that are not only secure but also re-
silient and stable, ensuring continuity of critical services
under adverse conditions. Financial IT architectures must
therefore integrate robust security measures such as en-
cryption, granular access controls, and systematic security
audits (Patel, 2024).

Security is not an isolated requirement but closely inter-
twined with other architectural dimensions. For instance,
data management and system design are strongly af-
fected by security considerations. Resilient architectures
increasingly rely on concepts such as zero-downtime, self-
healing infrastructures, and zero-trust principles to reduce
vulnerabilities and ensure operational continuity.

Beyond technical safeguards, compliance remains a crit-
ical aspect. Financial IT architectures must support in-
stitutions in adhering to stringent regulatory standards,
given that “security and compliance are non-negotiable in
banking” (Day, 2024). This includes embedded processes,
monitoring and logging functions, as well as adaptable

workflows that facilitate regulatory reporting and adjust-
ment to the new requirements. The provider’s expertise
in the relevant regulatory environment is therefore a sig-
nificant factor in evaluating the security and compliance
capabilities of a core banking solution.

In practice, compliance spans anti-money laundering
(AML) and counter-terrorist financing (CTF), know-your-
customer (KYC), data protection (e.g., GDPR, Swiss Data
Protection Act), and prudential standards such as Basel
III/IV. A modern IT solution must not only provide the
technical infrastructure for these functions but also en-
sure traceability, auditability, and real-time monitoring to
withstand regulatory scrutiny (Basel Committee on Bank-
ing Supervision, 2021). Increasingly, regulators demand
integrated risk management frameworks, automated re-
porting, and capabilities to adapt swiftly to new super-
visory requirements. Consequently, compliance is not
merely an operational necessity but also a competitive
differentiator in the evaluation and selection of an IT ar-
chitecture and infrastructure.

3.4. Modularity and Flexibility

In an increasingly volatile and complex environment, fi-
nancial institutions require IT systems that offer a high
degree of adaptability. Flexibility in this context is closely
linked to software architecture concepts such as modular-
ity, configurability, and scalability. Together, these prin-
ciples ensure that banks can tailor their core solutions to
specific businessmodels and adjust them as requirements
evolve over time. As highlighted in the literature, this in-
cludes “the ability to support new products, services, and
channels as the bank evolves” (Day, 2024). A key ob-
jective is to make software adaptations manageable and
cost-effective, thereby avoiding “time-consuming, expen-
sive, difficult-to-manage customisations” (Young, 2024).
Providers must therefore design solutions that combine
a robust functional foundation with broad configurability
and seamless integration capabilities. Open APIs play a
central role in this regard, enabling interoperability with
third-party systems and preparing banks for Open Finance
ecosystems.

Consequently, the IT architecture needs to be sufficiently
agile to allow for scalability and open to new technologies,
such as cloud-enabled solutions. In other words, “modern
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approaches such as API-first strategies, agile work meth-
ods, DevSecOps1 as well as microservices and application-
containers improve the scalability and flexibility of sys-
tems, helping banks to adapt more quickly to changing
market conditions” (Tunçer et al., 2025).

3.5. Data Orientation and Sovereignty

IT solutions fundamentally rely on the storage, process-
ing, and exchange of data. As such, the thoughtful collec-
tion and management of data are critical requirements.
Data integrity, defined as the consistency, accuracy, and
reliability of data across all systems, is of particular impor-
tance in this respect. Without reliable data, neither regu-
latory compliance nor efficient business operations can be
ensured.

Data constitutes a central asset for all banking activi-
ties, encompassing customer, financial, employee, pro-
cess, and product information. Such data also serve as
the basis for all regulatory reporting, thereby underpin-
ning the importance of data consistency and the estab-
lishment of a “single source of truth”. Institutions must
ensure not only data completeness and consistency but
also that critical data are managed with regard to confi-
dentiality, integrity, and availability, as required in FINMA
Circular 2023/1 (Operational risks and resilience – banks)
(FINMA, 2022). The value of customer data in particu-

1 DevSecOps (development, security, and operations) integrates se-
curity into all phases of the software development lifecycle, from
design to deployment, as a shared responsibility (Red Hat, 2023).

lar has grown substantially, as clients increasingly expect
personalised services and tailored products. In parallel,
advances in AI and related technologies have expanded
the possibilities for data-driven personalisation, predictive
analytics, and automation. Consequently, the “role of
data in service design is becoming increasingly important”
(Tunçer et al., 2025).

Beyond data integrity and orientation, data sovereignty
has emerged as a key concern for financial institutions.
Data sovereignty refers to the principle that digital infor-
mation is subject to the laws and governance structures of
the country in which it is collected, stored, and processed
(Scherenberg, Hellmeier, & Otto, 2024). For banks, this im-
plies that the location of data centres, the involvement
of third-party providers, and cross-border data flows must
be carefully managed to ensure compliance with national
regulations such as the Swiss Data Protection Act, the
EU General Data Protection Regulation (GDPR), or sector-
specific supervisory requirements. In Switzerland, FINMA
Circular 2018/3 on outsourcing stipulates specific condi-
tions for outsourcing abroad, including contractual safe-
guards, monitoring obligations, and audit rights (FINMA,
2018).

Accordingly, sovereignty considerations extend beyond
compliance to strategic questions of resilience, business
continuity, and trust in the financial ecosystem. By en-
forcing oversight andmonitoring requirements, regulators
aim to ensure that institutions maintain effective control
over critical data even when engaging external service
providers (FINMA, 2018; European Central Bank, 2024).
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4. Baseline Scenario and Roadmap

The evolution of IT architectures and infrastructures in
finance cannot be separated from the underlying tech-
nological forces that shape the industry. Several stud-
ies highlight that AI, DLT, cloud computing, and quan-
tum computing represent powerful drivers of change in
the coming decade (Basel Committee on Banking Supervi-
sion, 2024; World Economic Forum, 2018, 2025a, 2025b).

The baseline scenario of future financial IT architectures
and infrastructures, described in this chapter, assumes an
evolutionary development of existing IT landscapes, in
which architectures, infrastructures, and operating mod-
els are gradually modernised and expanded rather than
fundamentally replaced. In contrast, the alternative sce-
narios in Chapter 5 explore more disruptive trajectories.
The following sections describe the evolutionary scenario
based on the framework in Chapter 2, and examine its
implications for the requirements defined in Chapter 3.
While the sections on the business platform (Section 4.1)
and the decoupling platform (Section 4.2) address all
identified requirements in detail, the subsequent sections
(Section 4.3 to Section 4.7) focus on the most critical as-
pects to avoid redundancy and highlight the key differen-
tiating factors. The chapter concludes with a roadmap
(Section 4.8) outlining the transition from current IT in-
frastructures and architectures toward future solutions.

4.1. Business Platform

Within the baseline scenario, today’s core systems are ex-
pected to evolve into more dynamic and modular busi-
ness platforms that actively enable innovation, acceler-
ated by drivers such as AI and DLT. While core function-
alities such as payments, lending, deposits, investments,
and general ledger operations will remain indispensable,
their role is shifting frommonolithic structures towards or-
chestrated, API-first modules that can flexibly integrate
emerging technologies and ecosystem services (e.g., Open
Finance). For many institutions, it is becoming increas-
ingly evident that traditional core banking solutions need
to transform to master strategic challenges of the future
(Blattmann et al., 2023). Banks face mounting pressure
at the customer interface, seek to participate in ecosys-
tems, and aim to deliver embedded banking solutions for
non-financial partners. Older IT landscapes can act as a

constraint, hindering agile development and the integra-
tion of new solutions. Against this backdrop, the business
platform of the future must function less as a static back-
bone and more as a continuously adaptable foundation
that restores the strategic “fit” between banking IT and
evolving market demands, thereby ensuring that regula-
tory requirements, new products, and customer-driven in-
novations can be fully supported (Blattmann et al., 2023).

As highlighted by the Swisscom Core Banking Radar, most
Swiss banks follow an evolutionary path ofmodernisation,
gradually enhancing existing systems with modular com-
ponents and open interfaces rather than replacing them
entirely (Tunçer et al., 2025). Building on this observation,
the current landscape can be broadly divided into two cat-
egories, i.e., established and neo core banking platforms,
each reflecting a distinct level of technological maturity
and strategic positioning.

Established core banking platforms, including Avaloq,
Finnova, Temenos, Olympic, Finstar, TCS BaNCS, IBIS4D,
and Sopra Banking Software, are long-standing systems
with comprehensive functionality and proven compliance
and stability. They form the operational backbone for
most Swiss banks and include both major providers and
smaller players with comparatively limited market shares.
These platforms are deeply embedded in the country’s
financial infrastructure and continue to evolve through
gradual modernisation efforts. By contrast, neo core
banking platforms like Thought Machine, Mambu, Tuum,
10x Banking, and SaaScada represent a newer generation
of systems. Built from the ground up with an API-first ar-
chitecture, they prioritisemodularity and scalability. How-
ever, they still lack adoption in the Swiss market.

Distinct patterns emerge when comparing these platform
groups against the central requirements for future IT ar-
chitectures as summarised in Table 4.1. In terms of func-
tionality, established core banking platforms provide a
comprehensive coverage across all banking processes and
are considered mature, though the breadth of functional-
itymay vary among providers. By contrast, neo core bank-
ing platforms focus onmodular innovation and scalability,
enabling the rapid addition of new features. However, cer-
tain areas, such as mortgage and investment services, are
not yet fully tailored to the Swiss market.
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Table 4.1: General comparison of core banking system types (the comparison may vary depending on the individual
provider)

Criteria Established Core Banking Platforms Neo Core Banking Platforms

Description

Established systems offering broad
functionality, encompassing both major
providers and smaller players with a
comparatively limited market share in

Switzerland.

Cloud-native platforms with an API-first
architecture and a limited customer base in

Switzerland.

Functionality
Covering all standard core banking

processes, though functionality breadth
may vary among providers.

Modular architecture allows the addition of
new features, though some functional
depth is still limited and not yet fully

tailored to the Swiss market.

Economic Efficiency

High costs for maintenance and
transformation (unless using standard
versions), though efficiency gains arise

through scale effects on the provider side
and cost-sharing among banks. Cost levels

vary across providers and banks.

Standardised SaaS/cloud models, lower
fixed costs, and pay-as-you-grow scalability.

Security, Compliance & Resilience
Strong and regulatorily proven, but
sometimes complex to adapt when

addressing new requirements.

Cloud-native security, though regulatory
frameworks are still evolving. A lack of

Swiss-specific adaptations (“Swiss finish”)
requires additional local adjustments.

Modularity & Flexibility
Monolithic structures, standardisation, and

broad customer bases limit flexibility.
Smaller client bases allow greater agility.

Standard API-first and microservice-based
architecture offering adaptability to new

technologies and market trends.

Data Orientation & Sovereignty Legacy data models and historically grown
data structures make integration complex.

Data-centric architectures with native cloud
analytics and data lakes, though data

sovereignty challenges remain.

Regarding economic efficiency, established core bank-
ing platforms remain costly to maintain and transform,
especially when customised beyond standard versions
(Blattmann et al., 2023), yet they benefit from economies
of scale on the provider side and cost-sharing among
participating institutions. Cost levels may vary across
providers, with smaller players typically benefiting less
from such scale effects. Compared to established systems,
neo core banking platforms aim to achieve greater eco-
nomic efficiency and lower total cost of ownership (TCO)
(Swisscom, 2023). They rely on standardised SaaS and
cloud models, characterised by lower fixed costs, usage-
based pricing, and flexible scalability.

For security, compliance, and resilience, established
providers are regulatorily proven and robust, whereas neo
core banking platforms integrate advanced, cloud-based
security but still face challenges in implementing country-
specific regulatory and compliance standards.

When considering modularity and flexibility, the differ-
ences between platform types are pronounced. Most

established providers are constrained by monolithic ar-
chitectures and large customer bases that make change
processes slow and complex. However, smaller providers
within this group, while partly monolithic, benefit from
narrower client bases that allow greater agility and faster
adaptation. At the same time, established vendors are
increasingly introducing microservice principles and mod-
ular extensions to decouple legacy components and en-
able gradual modernisation (Tunçer et al., 2025). Neo
core banking platforms, in turn, are designed with inher-
ent flexibility, featuring API-first and microservice-based
architectures that enable continuous integration of new
technologies and services (ti&m, 2023).

Finally, with respect to data orientation and sovereignty,
established systems continue to rely on legacy data mod-
els and historically growndata structures thatmake seam-
less integration difficult (Merlini et al., 2023). In con-
trast, neo core banking platforms are built around mod-
ern, data-centric architectures with native analytics and
data lake capabilities. Nevertheless, questions of data
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sovereignty remain particularly relevant for these systems,
given their reliance on international cloud environments
(Swiss Bankers Association , 2025).

In the baseline scenario, Swiss banks can therefore pur-
sue different paths at different speeds, but all will need
to ensure that their business platforms evolve into adapt-
able, interoperable, and future-proof foundations for in-
novation. Rather than large-scale migration waves, the
transformation is expected to take place through grad-
ual, evolutionary development. Established institutions
will modernise progressively across individual architec-
tural layers, for example, expanding their decoupling plat-
forms toward inter-institutional integration and Open Fi-
nance connectivity. Emerging players, new market en-
trants, or specific use casesmay also utilise neo core bank-
ing platforms.

For banks and core banking providers, this means they
must continuously implement innovations andmodern ar-
chitectures to minimise the risk of customer attrition and,
by extension, the potential for disruption. In the Swiss
banking market, however, the disruptive potential has re-
mained relatively limited due to two key factors: first, core
banking transformations have historically proven to be
highly complex and costly; second, for neo core banking
platforms, it is often not economically viable to replicate
the full scope of banking functionality for the compar-
atively small Swiss market, even if they possess cutting-
edge, radically innovative systems. Consequently, as long
as traditional banks and core banking software vendors
continue to evolve and modernise their platforms, the risk
of disruption is expected to remain contained.

4.2. Decoupling Platform

In the baseline scenario, the decoupling platform serves
as the strategic integration layer connecting core systems,
internal applications, and external ecosystems. Rather
than triggering large-scale migration movements, its evo-
lution follows an incremental and evolutionary path. Step
by step, banks extend and modularise their existing ar-
chitectures, first by decoupling internal domains, then
by opening controlled interfaces toward partners, and ul-
timately by enabling cross-institutional integration. In
this sense, the decoupling platform forms the architec-
tural backbone of modularity, interoperability, and secure
openness, allowing institutions to innovate and collabo-

rate without compromising the stability of their opera-
tional core (Deb, 2023; Shumsky, 2023).

Internally, the platform encapsulates legacy systems be-
hind stable, domain-specific interfaces and exposes core
functions such as payments, lending, or investments
through APIs and event streams. This enables front-end
and analytics systems to evolve independently, establish-
ing a modular IT landscape. As architectures mature,
microservices and service meshes enhance observability,
policy enforcement, and zero-trust communication, while
governance mechanisms for APIs, contracts, and meta-
data ensure consistency and compliance. Many institu-
tions pursue this transition gradually by segmenting their
cores into modular “mini-cores” as illustrated by JPMor-
gan Chase’s Scalable Functional Aligned Services (SFAS)
approach (Lodha, 2025).

Once internal modularisation is achieved, the decoupling
platform becomes the gateway to Open Finance. Con-
trolled APIs enable secure, consent-based data exchange
with FinTech companies, insurers, and other partners. In
Switzerland, initiatives such as SIX bLink exemplify this
trend, demonstrating how middleware principles are be-
ing extended to inter-institutional interoperability.

In essence, the decoupling platform reflects the industry’s
shift toward composable architectures, enabling back-end
and front-end systems to evolve independently (Shumsky,
2023; Sivaganeshan, 2025). Building on this role, it is eval-
uated in the baseline scenario against the five key require-
ments for future financial IT architectures and infrastruc-
tures:

• Functionality: The decoupling platform provides
the integration and orchestration capabilities that
connect internal domains and external partners.
Core functions include API gateway management,
service mesh coordination, message transforma-
tion, event streaming, and interface monitoring.
Consent, entitlement, and identity services ensure
secure, policy-based data exchange and partner in-
tegration.

• Economic efficiency: By avoiding bespoke point-
to-point connections and enabling incremental sys-
tem upgrades, the decoupling platform reduces
long-term IT complexity and integration costs.
Shared components, such as gateways, logging,
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and monitoring, create economies of scale across
business units. While the initial setup and gover-
nance investment are substantial, the model sup-
ports sustainable cost efficiency and faster time-to-
market for new services. However, growing architec-
tural fragmentation can also increase coordination
costs, as multiple specialised solutions require addi-
tional integration, datamapping, and orchestration
efforts. Moreover, managing security, compliance,
and vendor governance across a diverse provider
landscape may offset some of the anticipated ef-
ficiency gains.

• Security, compliance & resilience: The platform
enforces authentication and authorisation stan-
dards, encryption, and zero-trust networking. It pro-
vides audit trails, rate limiting, circuit breakers, and
fallback mechanisms to ensure resilience. As the
number of integrated components and interfaces
increases, so do the security and compliance re-
quirements. Ensuring consistent protection, mon-
itoring, and incident response across a distributed
architecture therefore becomes a critical success
factor for the platform’s stability and trustworthi-
ness.

• Modularity & flexibility: The decoupling platform
embodies modularity by design. It enables the in-
dependent evolution of front-end, middle-tier, and
core systems, supporting parallel development and
rapid integration of emerging technologies. Fur-
thermore, it allows inter-institutional connectivity,
forming the technical foundation for Open Finance
ecosystems and new forms of collaboration across
the industry.

• Data orientation & sovereignty: The decoupling
platform’s role in data management focuses on
governance rather than analytics. It handles meta-
data management, interface-level logging, and
cross-system auditability, ensuring traceable and
compliant data flows. Data sovereignty remains an-
chored with each institution, as the platform medi-
ates access through consent and purpose limitation
rather than central data storage. In the context of
Open Finance, data are becoming an increasingly
valuable strategic asset, which further elevates the
importance of robust governance, interoperability,
and sovereignty frameworks at the platform level.

Overall, the decoupling platform emerges as the con-
nective layer that bridges stability and innovation within
banking IT. In the baseline scenario, its role evolves froma
technical middleware to a strategic enabler of ecosystem
participation. It ensures that legacy systems remain oper-
able while new, data-driven, and modular services can be
introduced in compliance with regulatory standards. This
transformation is reinforced by FinTech and BigTech com-
panies, which are increasingly entering the financial ser-
vicesmarketwith payment, credit, and other embedded fi-
nancial services. Over time, decoupling platforms will thus
define how Swiss banks balance control and openness, of-
fering the flexibility to innovate without compromising re-
silience or sovereignty.

4.3. Digital Experience Platform

Within the baseline scenario, the DXP functions as the
core orchestration layer that enables seamless digital cus-
tomer interactions. It links mobile, web, and social chan-
nels with core systems and ecosystem partners, enabling
consistent and personalised experiences across touch-
points.

As institutions modernise, isolated digital channels are re-
placed by unified front ends built on shared design sys-
tems and data models. The DXP thus evolves into the
bank’s “front-end brain”, coordinating content, transac-
tions, and analytics in real time and integrating third-
party offerings to deliver seamless, cross-sector experi-
ences. Consequently, financial institutions are increas-
ingly investing in integrated platforms that enable con-
sistent, data-driven, and customer-centric digital experi-
ences across their ecosystems (Swiss Fintech Innovations,
2018; DECTA, 2025; L’Hostis, 2025).

The introduction of multi-banking and the establishment
of a national electronic identity (e-ID) (Swiss Confeder-
ation, 2025) pursues the goal of simplifying authentica-
tion and enabling secure, interoperable financial services
across institutions and sectors. As trusted custodians of
sensitive financial data, Swiss banks are well positioned
to play a role in this emerging identity ecosystem. Be-
yond traditional intermediation, they can act as verified
issuers and validators of electronic identities and digital
documents, leveraging their reputation, regulatory com-
pliance, and security infrastructure. By expanding into
identity and trust services, such as e-signature solutions,
credential verification, and secure document exchange,
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banks can open up new business fields that reinforce their
role as trusted intermediaries in an increasingly digital en-
vironment.

Together with regulatory and technological enablers,
these trends position the DXP as the secure gateway con-
necting banks, customers, employees, and partners within
an increasingly connected digital ecosystem. Against this
background, the digital experience platform in the base-
line scenario is assessed in relation to the key require-
ments for future financial IT architectures and infrastruc-
tures:

• Functionality: The digital experience platform
serves as the central orchestration layer for all
customer interfaces, including mobile, web, so-
cial, marketplace, and Embedded Finance chan-
nels. It enables personalisation, omnichannel jour-
neys, and coordinated customer interaction man-
agement, ensuring a consistent experience across
touchpoints.

• Modularity & flexibility: Architecturally, the DXP
is built on APIs, microservices, and a headless de-
sign that allow rapid onboarding of new channels
and services. Loose coupling between presentation,
logic, and data layers enables banks to extend or
modify their digital front ends without disrupting
underlying systems.

• Data orientation & sovereignty: The platform
is inherently data-driven, leveraging customer an-
alytics, recommender engines, and AI to deliver
personalised, context-aware experiences. Achiev-
ing this requires consistent, real-time data flows
from core banking systems and ecosystempartners,
thereby establishing a single customer view. Data
governance and interoperability play a crucial role
in ensuring accuracy, compliance, and auditability
across all connected systems.

In summary, the digital experience platform represents
the customer- and employee-facing evolution of the finan-
cial IT landscape. Within the baseline scenario, it acts as
the intelligent orchestration layer that personalises, au-
tomates, and enhances human interaction beyond tradi-
tional banking boundaries, turning the bank froma service
provider into an integrated part of the customer’s digital
ecosystem.

4.4. Security Suite

Within the baseline scenario, the security suite consti-
tutes a critical and foundational layer of the banking IT
architecture, designed to safeguard sensitive data, pre-
serve system integrity, and ensure resilience against in-
ternal and external threats. Rather than being limited
to perimeter defence, the modern security suite oper-
ates as a distributed, adaptive system that protects data,
applications, and infrastructure across hybrid and multi-
cloud environments. Its evolution reflects a fundamental
shift from static, compliance-driven security to continuous
intelligence-based risk management.

Within Swiss banking, this transformation is strongly influ-
enced by regulatory expectations around operational re-
silience, data protection, and management of third-party
risks (FINMA, 2022). Security suites are increasingly em-
bedded within enterprise architectures as orchestrators of
trust and compliance, ensuring that every data flow, trans-
action, and API connection adheres to policy-defined risk
thresholds. In this context, the suite acts as both a techni-
cal enabler and a governance instrument, linking cyberse-
curity with regulatory assurance and business continuity.

The baseline trajectory envisions an evolutionary expan-
sion of the security layer along three dimensions: (1)
deeper integration of zero-trust principles across all do-
mains; (2) increased automation of detection and re-
sponse through AI and behavioural analytics; and (3)
stronger alignment with resilience and recovery frame-
works that extend across institutions and providers
(Morrison, 2025). As a result, the security suite no longer
functions as a standalone systembut as a pervasive, adap-
tive layer embedded within every architectural compo-
nent, from the business platform to the decoupling and
digital experience layers.

In the following, the security suite is assessed against the
key requirements for future financial IT architectures and
infrastructures:

• Functionality: The security suite consolidates core
security domains, including identity and access
management (IAM), privileged access control, en-
cryption, key management, intrusion detection,
and endpoint protection. It coordinates authenti-
cation and authorisation across internal systems,
partners, and customers, supporting consistent pol-
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icy enforcement and compliance reporting. Inte-
grated audit and compliancemodules ensure trace-
ability of security events and facilitate adherence to
regulatory standards such as FINMA requirements
and ISO27001. Advanced functions include contin-
uous monitoring, integration of threat intelligence,
and automated incident response.

• Security, compliance & resilience: This dimen-
sion represents the security suite’s primary purpose.
By implementing zero-trust principles, verifying ev-
ery user, device, and connection, the platform en-
forces least-privilege access and continuous valida-
tion (Daah, Qureshi, & Awan, 2023). Built-in re-
silience mechanisms such as micro-segmentation,
failover orchestration, and immutable backups en-
sure operational continuity.

• Modularity & flexibility: The security suite follows
a service-oriented design, allowing independent de-
ployment of components such as IAM, threat an-
alytics, or encryption services. APIs and policy-as-
code frameworks facilitate interoperability across
core, middleware, and front-end systems. Thismod-
ularity supports incremental adoption and integra-
tion into evolvingmulti-cloud andOpen Finance en-
vironments.

• Data orientation & sovereignty: Security analyt-
ics increasingly rely on real-time telemetry and data
correlation to detect anomalies and assess risks.
Data sovereignty remains critical, as sensitive logs,
credentials, and transaction records must remain
within Swiss or jurisdictionally approved bound-
aries.

Overall, the security suite forms the foundational trust
layer of the baseline architecture. It transforms cyberse-
curity fromadefensive cost centre into a proactive enabler
of digital trust and regulatory assurance.

4.5. Data Factory

In the baseline scenario, the data factory serves as the
technological backbone of data-driven banking. It con-
solidates the collection, integration, and transformation
of structured and unstructured data within the institution
and its ecosystem, enabling analytics, automation, and AI
applications.

Operating in hybrid environments, the platform combines
on-premises and cloud components to balance regulatory
control and scalability (see, e.g., Susnjara and Smalley
(online) on hybrid cloud architectures). Legacy systems
are gradually integrated via standardised APIs, while new
modules are developed as cloud-native services. Archi-
tecturally, the platform follows a layered “zone” model,
from raw to trusted to business-ready data, ensuring gov-
ernance, flexibility, and modular growth.1 Over time, in-
stitutions are expected to embrace lakehouse or data fab-
ric architectures. A lakehouse combines the scalability of
data lakes with transactional and BI capabilities, while
a data fabric weaves together distributed nodes across
on-premises and cloud, abstracting complexity and en-
abling ubiquitous data access for example across hybrid
and multi-cloud environments (Sarkar, online).

A key trend in the baseline scenario is the shift from
batch to real-time data flows. Streaming architectures
and change-data-capture (CDC) mechanisms allow only
deltas (i.e., inserts, updates, and deletions) to be captured
and propagated efficiently, enabling low-latency analyt-
ics (Abdelaty, 2025) for fraud detection, payments mon-
itoring, and personalised services. Complemented by ro-
bust metadata and data lineage frameworks, every trans-
formation and data path becomes traceable, ensuring au-
ditability, regulatory compliance (e.g., BCBS 239), and in-
stitutional trust (Collibra, 2025). Together, these elements
make the data factory not just a processing engine, but
the enabler of scalable, governed, real-time analytics and
innovation across the financial value chain.

The data factory is in the baseline scenario assessed
against key requirements for future financial IT architec-
tures:

• Economic efficiency: Shared infrastructure,
reusable data pipelines, and consumption-based
operating models reduce redundancy and opti-
mise resource use. Automation in data quality
management and pipeline orchestration further
increases efficiency and lowers operational costs.
In addition, systematic data cleansing within banks
simplifies future system integration or migration
efforts and thereby helps to prevent additional
costs over time.

1 Such zoning strategies are increasingly applied in financial data ar-
chitectures to balance security, regulatory compliance, and analyt-
ics capabilities (Talati, 2025).
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• Security, compliance & resilience: The consolida-
tion of sensitive data across systems and partners
heightens the need for strong protection mecha-
nisms. Encryption, granular access control, and con-
tinuous monitoring safeguard integrity and con-
fidentiality, while metadata and lineage ensure
transparency andauditability. Embedded resilience
measures such as redundancy and failover pro-
cesses maintain trust and operational continuity
even under adverse conditions.

• Modularity & flexibility: Built on loosely coupled
pipelines and standardised APIs, the data factory
supports incremental expansion and selective re-
placement of components. New data domains or
analytics modules can be added without affecting
core operations. This design principle enables con-
tinuous evolution of the data landscape, ensuring
scalability and resilience amid changing regulatory
and technological environments.

• Data orientation & sovereignty: By treating data
as a governed and reusable asset, the data factory
ensures consistent, high-quality datasets across sys-
tems. Clear ownership, purpose limitation, and con-
sent management preserve data sovereignty, espe-
cially across hybrid and multi-cloud environments,
while enabling secure collaboration within Open Fi-
nance ecosystems.

In summary, the data factory in the baseline scenario
forms the analytical backbone of the financial IT land-
scape. It connects legacy and modern systems, trans-
forms raw information into actionable insights, and en-
ables institutions to leverage their data assets efficiently
while ensuring trust, compliance, and governance across
the organisation.

4.6. Multi-Cloud Platform

From the perspective of the baseline scenario, multi-cloud
adoption marks a decisive step toward more resilient and
sovereign financial IT architectures, balancing regulatory
and operational priorities with innovation. Multi-cloud
platforms provide the strategic foundation for deploy-
ing workloads, data, and digital services across several
providers and technologies. They enable financial insti-
tutions to meet regulatory expectations for sovereignty,

portability, and concentration risk management while si-
multaneously pursuing flexibility, performance, and cost
efficiency. Rather than depending on a single hyperscaler,
banks distribute workloads across multiple clouds, hybrid
environments, and on-premises systems to ensure agility,
mitigate vendor lock-in, and maintain compliance (Basel
Committee on Banking Supervision, 2024).

From an architectural and infrastructure perspective,
multi-cloud strategies are in the baseline scenario as-
sessed against key requirements for future financial IT ar-
chitectures:

• Economic efficiency: The multi-cloud platform al-
lows dynamic workload distribution and cost opti-
misation through provider benchmarking andwork-
load scheduling. However, financial institutions
must ensure consistent governance and compli-
ance across jurisdictions. Initiatives such as the
EU Data Act demand explicit switching rights and
prohibit undue exit barriers (Lindberg & Tegn-
vallius Boklund, online), reinforcing the need for
portable architectures, transparent vendor con-
tracts, and appropriate vendor management.

• Security, compliance & resilience: Regulators in-
creasingly require institutions to demonstrate cloud
portability, exit strategies, and mitigation of con-
centration risks. As multi-cloud environments be-
come more complex, maintaining consistent iden-
tity and access management across providers has
emerged as a core challenge for financial insti-
tutions. Harmonised security policies and zero-
trust frameworks are essential to mitigate compli-
ance and resilience risks in the future (Alexander,
2025; Olden, 2025). A multi-cloud setup en-
hances resilience through cross-provider redun-
dancy, failover capabilities, and geographic diver-
sification. Sovereign cloud architectures, local key
custody, and privacy-preserving analytics (e.g., ho-
momorphic encryption or federated learning) en-
sure that risk management and compliance can co-
exist with innovation.

• Modularity & flexibility: Workloads are now
increasingly deployed in containerised, cloud-
agnostic environments that enable seamless
portability across providers. As Pacheco (2024)
emphasises, cloud-agnostic design reduces depen-
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dency on individual providers and fosters greater
flexibility across environments. Building on this
foundation, many institutions are establishing
multi-cloud control planes to coordinate policies,
monitoring, and deployment pipelines across
heterogeneous infrastructures. This approach also
enables the use of the latest hardware architec-
tures, such as graphics processing units (GPUs) or,
in the future, quantum computing. This aspect is
particularly significant as AI workloads continue
to drive demand for high-performance computing
resources.

Overall, the multi-cloud platform represents the evolution
from isolated cloud adoption to orchestrated and interop-
erable cloud ecosystems. It forms the technological foun-
dation for resilience and sovereignty in digital finance, en-
abling banks to balance innovation and compliance while
reducing systemic dependence on single providers.

4.7. IT Governance, Management, and
Development

Gartner (2025) notes that “the decentralized, self-service
nature of cloud computing has taken the power of com-
puting out of IT’s hands and distributed it to the busi-
ness units. IT is now in a precarious position, balancing
its responsibility to protect the organization from risk with
ensuring that business units can maintain their agility
and freedom to innovate”. Within the baseline scenario,
IT governance, management, and development practices
evolve precisely along this tension, aiming to align protec-
tion, compliance, and innovation. Traditional waterfall or
silo-based oversight is increasingly replaced by adaptive
governance structures that link strategic IT management
with agile, DevSecOps-driven execution.

In the financial sector, this shift is not optional but a
strategic necessity. Increasing regulatory complexity and
accelerating digital transformation require governance
frameworks that balance control with speed and auton-
omy. As financial institutions digitise core processes, con-
tinuous integration and delivery (CI/CD) pipelines have
become central to ensuring both innovation and compli-
ance (Fitsak & Neville, 2025). Governance bodies con-
tinue to define strategic guardrails, clarifying decision
rights, escalation paths, and accountability structures,
while day-to-day control increasingly shifts toward agile

delivery and development operations. Metrics are mov-
ing beyond static compliance checkboxes toward continu-
ous, data-driven KPIs. Modern DevSecOps metrics, includ-
ing deployment frequency, change failure rate, and mean
time to recovery, offer a combined viewof agility, stability,
and risk (Moustakis, 2025). Over time, policy-driven mod-
ular architectures and automated governance tools allow
financial institutions to reduce friction between regulation
and innovation, ensuring that compliance becomes part
of development, not an obstacle.

The domain IT governance, management, and develop-
ment is assessed against three main requirements:

• Economic efficiency: As financial institutions seek
to shorten delivery timelines and optimise resource
use, automation and integrated DevSecOps frame-
works have become essential enablers of efficient
and controlled software development. Embedding
“security-as-code” within CI/CD pipelines, as Jesis
(2024) emphasises, enables consistent and auto-
mated enforcement of security and compliance
policies while reducing manual overhead. Conse-
quently, DevOps and DevSecOps have become key
enablers for improving economic efficiency, as they
streamline release processes, reduce operational
costs, and ensure governance integrity through
built-in automation (PreEmptive, online).

• Security, compliance & resilience: Rising regula-
tory complexity and operational interdependence
require that security and compliance become inte-
gral parts of IT governance and development prac-
tices rather than afterthoughts. This shift increases
the importance of embedding control mechanisms
directly into development pipelines. As GitLab Inc.
(online) notes, incorporating automated vulnerabil-
ity scanning, policy enforcement, and compliance
validation within DevSecOps frameworks allows in-
stitutions to detect and remediate risksmuch faster.
Governance frameworks must therefore evolve to-
ward proactive resilience management, emphasis-
ing continuous monitoring, clear accountability,
and integrated risk oversight throughout the devel-
opment and delivery lifecycle.

• Modularity & flexibility: As both organisational
demands and regulatory frameworks becomemore
dynamic, institutions must adopt governance and
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development models that enable continuous, mod-
ular adaptation rather than periodic large-scale
transformation. Modular structures allow functions
and components to be developed, tested, and de-
ployed independently, improving adaptability and
reducing systemic risk. This flexibility strengthens
institutional responsiveness to technological and
regulatory change.

In essence, IT governance under the baseline scenario
shifts from static oversight to dynamic orchestration. Au-
tomation and modularity enable financial institutions to
uphold regulatory integrity while fostering innovation ca-
pacity, creating a governance model that supports both
operational stability and strategic adaptability.

4.8. Roadmap

As highlighted in the SwisscomCore Banking Radar, many
institutions are extending their existing systemsbyadding
modular components, open interfaces, and cloud compat-
ibility instead of replacing them entirely (Tunçer et al.,
2025). This evolutionary path reflects a pragmatic re-
sponse to the complexity and risk of large-scale system re-
placements. Incremental transformation allows banks to
modernise critical components step by step, maintaining
operational continuity and reducing implementation risk.
However, this gradual approach can also prolong techni-
cal debt and limit the speed of innovation.

Against this backdrop, the transformation towards future-
ready business platforms requires a structured and evo-
lutionary roadmap that balances innovation with opera-
tional stability. In the baseline scenario, most Swiss banks
pursue this gradual transformation rather than embark-
ing on disruptive, large-scale migrations, a reflection of
both regulatory prudence and the long-term investment
cycles typical of the Swiss banking industry. The roadmap
thus outlines how institutions can modernise their IT ar-
chitectures in a controlled manner while progressively en-
abling new business models and technological capabili-
ties. Within the scope of this study, the roadmap high-
lights the core banking domain as a key reference point for
understanding the broader shift toward platform-based fi-
nancial architectures. Its perspective remains centred on
the architectural and provider layer, while acknowledging
that full digital transformation extends beyond the core.

Figure 4.1: Roadmap: Evolutionary modernisation vs.
migration to a new provider

Figure 4.1 illustrates how Swiss institutions can follow
two primary transformation trajectories: an evolutionary
modernisation path with the existing provider and a mi-
gration path to a new core banking provider. Both paths
share a similar sequencing of phases, ranging from archi-
tectural assessment to stabilisation, but differ fundamen-
tally in scope, speed, and organisational impact.

In the evolutionary roadmap (left side of the fig-
ure), banks progressively modernise their existing cores
throughmodular extensions, API gateways, and the grad-
ual build-up of a decoupling platform that separates
legacy systems from new digital services. This enables the
coexistence of legacy and new environments through par-
allel operation and continuous data synchronisation, al-
lowing innovation without endangering daily operations.
Over time, legacy components are hollowed out, and the
overall system architecture becomes more modular and
interoperable. This evolutionary transition is followed by
a new phase of continuous stabilisation and optimisa-
tion, and is particularly suited to institutions with com-
plex, deeply integrated infrastructures and strong depen-
dencies on established providers. Such an approach is of-
ten favoured by banks with extensive legacy systems, a
cautious risk culture that seeks to avoid large-scale migra-
tions, and cost considerations that prioritise incremental
modernisation over full replacement.

In the migration roadmap (right side of the figure), in-
stitutions analyse vendors and feasibility. Consequently,
they choose to transition to a new, cloud-native core plat-



Baseline Scenario and Roadmap 20

form (neo core banking platform). This process typically
begins with pilot modules or selected customer segments
and proceeds through staged migration waves until the
legacy environment is eventually decommissioned. In the
resulting new setup, institutions can focus on monitoring
operations and service fulfilment. While this route offers
a cleaner technological foundation and greater long-term
agility, it requires significant investment, extensive migra-
tion planning, and robust data governance.

Between these two extremes, hybrid forms, often referred
to as “sidecar” models, have emerged as a conceptual ap-
proach explored by several institutions seeking to balance
innovation with operational continuity. These combine
elements of both strategies. Banks deploy a separate,
cloud-based stack for new products or customer groups

and maintain their existing core for stable operations.
Over time, such platforms can be expanded to gradually
replace legacy components. In this sense, they resemble
a “greenfield” initiative, an entirely new technology stack
created as part of a broader business model innovation
rather than a conventional migration (Rhyner, 2023a).

Overall, the roadmap highlights that there is no single
blueprint or established best practice for the transforma-
tion of core systems. Each institution must balance in-
novation ambition, risk tolerance, and resource capacity.
What unites all approaches, however, is the strategic im-
perative to move toward modular, data-driven, and inter-
operable architectures, ensuring that Swiss banking IT re-
mains resilient, compliant, and innovation-ready in the
coming decade.
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5. Alternative Scenarios

In addition to the baseline scenario in Chapter 4, three ex-
emplary disruptive future scenarios are examined in more
detail to illustrate potential technological and structural
developments in the financial system. The three exam-
ples are a financial system without banks (Section 5.1), a
fully automated bank without human staff (Section 5.2),
and a centralised transaction bank (Section 5.3). None of
these futures is expected to be realised in its pure form,
yet each highlights distinct opportunities, challenges, and
design choices. Moreover, individual elements from these
scenarios may be integrated into the baseline trajectory,
shaping the future architecture of finance.

In addition to the three technology-oriented examples,
other scenarios are conceivable. One example is a self-
sufficient bank that strives for complete independence
and control. Such a self-sufficient institution could ad-
dress geopolitical, technological, and other systemic risks
by maintaining a highly autonomous infrastructure with
minimal interfaces and external dependencies. However,
since this scenario, and also others, involves relatively little
technology, it is not further considered in this technology-
oriented report.

5.1. Bank-less Financial System

DLT represents a potential foundation for a bank-less fi-
nancial system as it provides a decentralised, transpar-
ent, and tamper-resistant infrastructure. By design, DLT
enables transactions to be validated and recorded with-
out the need for central intermediaries, ensuring trust
through consensus mechanisms rather than institutional
oversight. These characteristics make it a plausible tech-
nological basis for imagining a financial system in which
traditional banks no longer play a central role.

The basis for a bank-free financial system could consist
not only of DLT but also of an ecosystem of FinTech and
BigTech companies that provide the relevant services and
processes. In what follows, however, the analysis focuses
on a DLT-based financial system that operates without in-
termediaries. In doing so, we focus on technical and eco-
nomic factors and leave regulatory factors aside.

Building on this technological foundation, decentralised
finance (DeFi) can be seen as the practical manifesta-

tion of such a system. DeFi represents a new financial
ecosystem built on blockchain networks, where decen-
tralised financial services can operate without banks or
centralised institutions (Schär, 2021). At its core, DeFi re-
lies on smart contracts, which are self-executing programs
that automatically enforce rules when certain conditions
aremet (EthereumFoundation, 2025). This allows individ-
uals or corporates to pay, lend, or borrow funds, and trade
crypto assets directly (FINMA, 2021), with every transac-
tion transparently recorded on the blockchain.

Technically, DeFi functions through decentralised applica-
tions, or dApps (Schär, 2021), which connect to users’ wal-
lets. Users interact with these dApps by depositing crypto
assets or initiating transfers, after which smart contracts
automatically execute transactions in real time, including
clearing, settlement, and interest payments.

DeFi services already cover a wide spectrum, ranging from
lending and borrowing platforms to staking mechanisms,
yield farming strategies, decentralised exchanges, and
flash loans. The scale of the ecosystem has expanded
significantly in recent years. As of October 2025, the to-
tal value locked (TVL) metric, measuring the total amount
of assets deposited in DeFi protocols, exceeded USD 170
billion (DefiLlama, online). This indicates not only that
DeFi has moved beyond experimental applications, but
also that it has grown into a sizeable and increasingly rel-
evant component of the broader crypto asset landscape,
suggesting how such technologies could one day underpin
a bank-less financial system.

The following points outline how a bank-less financial sys-
tem based on DeFi might align with the five key require-
ments of future financial infrastructures:

• Functionality: Such a system would aim to repli-
cate the essential functions of a bank, including
payments, savings, loans, and investments, while
also enabling new types of financial products. How-
ever, not all services could be mirrored one-to-one,
since the underlying mechanisms differ. While tra-
ditional banking relies on centralised credit assess-
ment, guarantees, and regulatory oversight, a de-
centralised system would operate on collateralisa-
tion, algorithmic rules, and decentralised gover-
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nance. Certain services may be more difficult to re-
alise in this setup, though this might change as de-
centralised identity, reputation systems, and gover-
nance mechanisms evolve.

• Economic efficiency: By eliminating intermedi-
aries and automating processes through smart con-
tracts, the system could, in theory, reduce costs and
increase efficiency. At the same time, efficiency
would depend on the scalability of the underlying
technology, and hidden costs such as network fees
or user complexity could remain.

• Security, compliance & resilience: Trust would
shift from regulated institutions to technology.
Blockchains, in theory, provide robustness and
transparency, but smart contract vulnerabilities,
oracle dependencies, and governance risks could
threaten stability. Without institutional and reg-
ulatory protections, resilience would have to be
achieved through technical safeguards, auditing,
and decentralised risk management mechanisms.

• Modularity & flexibility: A DLT-based bank-less
system would be highly modular, with dApps serv-
ing as the building blocks of financial services.
These dApps could be combined and layered to
enable rapid product innovation and adaptation.
This flexibility, however, could also amplify systemic
risks, as the failure of one application or protocol
might propagate through interconnected services.

• Data orientation & sovereignty: Transactions
would be publicly visible on the blockchain, and
users would retain direct control of their assets
through private keys. This enhances sovereignty
and transparency but also shifts responsibility for
security, compliance, and key management fully to
the individual.

In summary, a bank-less financial system based on DLT
is conceivable as a thought experiment in which decen-
tralised technologies replace many functions traditionally
performed by banks. Such a system could provide trans-
parency, innovation, and new forms of financial interac-
tion, but would also impose high demands on the knowl-
edge, responsibility, and risk management of its partici-
pants. The absence of institutional advisory and protec-
tion mechanisms raises the question of whether comple-

mentary technologies, such as AI, might eventually help
individuals navigate and manage this decentralised envi-
ronment.

5.2. Human-less Bank

(Agentic) AI could serve as a potential foundation for
a human-less bank, where all operations are fully auto-
mated and no human staff are required. Agentic AI in-
volves autonomous agents that execute multi-step work-
flows, communicate with APIs, and make decisions dy-
namically based on evolving input and adapting goals
(Thürig, Cruz, & Xiao, 2025). One can imagine a finan-
cial institution that runs entirely on algorithms and digi-
tal interfaces, providing clients with seamless, 24/7 access
to services without the involvement of human employees
(Ghose et al., 2025).

In such a system, account opening and management be-
come instantaneous. Customers could verify their identity
via biometric authentication and immediately begin de-
positing funds, initiating transfers, or setting up standing
orders. Payment services such as domestic transfers, di-
rect debits, and international transactions would be exe-
cuted automatically, with AI constantly monitoring trans-
actions for irregularities and preventing fraud (World Eco-
nomic Forum, 2025a). For more complex services like
loans and investments, algorithms would provide tailored
advice, risk assessments, and real-time approval decisions
based on each client’s profile. Customer support would
be delivered through AI-driven assistants, capable of of-
fering context-aware answers to queries and personalised
guidance (Barbey et al., 2025).

The following points outline howahuman-less bankmight
align with the five key requirements of future financial in-
frastructures:

• Functionality: Such a system would cover the core
operational and advisory functions of a bank, in-
cluding payments, savings, loans, and investments.
Standardised processes could be fully automated,
while more strategic or creative functions, such
as process design or long-term strategic planning,
might remain challenging to replicate through al-
gorithms alone.

• Economic efficiency: Automation would reduce
the need for human resources and enable cost-
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efficient scaling. Services could be delivered in-
stantly and at lower marginal cost. However, initial
investments in infrastructure and AI models would
be significant, and adoption may depend on user
trust and regulatory approval.

• Security, compliance & resilience: AI-driven mon-
itoring could enhance fraud detection and cyber-
security, while automated protocols ensure consis-
tency and reliability. At the same time, reliance
on algorithms introduces risks such as systemic er-
rors, model biases, or vulnerabilities to cyberattacks,
which could undermine resilience.

• Modularity & flexibility: A human-less bank would
likely focus on standardised, repeatable processes,
which can bemodularised but not as flexibly recom-
bined as in human-driven systems. While automa-
tion ensures efficiency, it may limit adaptability to
unique customer needs or unforeseen conditions.

• Data orientation & sovereignty: Such a bank
would be highly data-driven, relying on continuous
analysis of personal and financial data. While this
could improve personalisation, it also raises con-
cerns about user sovereignty, as customers may
have limited control over how their data is collected,
processed, and applied.

In summary, a human-less bank illustrates a possible fu-
ture where AI technologies replace most operational and
advisory functions traditionally performed by people. This
could create a fast, efficient, and transparent system, but
also one where trust depends on algorithms rather than
personal interaction. The success of such a model would
ultimately depend on user acceptance, regulatory frame-
works, and the ability of AI systems to demonstrate ac-
countability and resilience.

5.3. Large-scale Transaction Bank

A large-scale transaction bank represents a possible fu-
ture in which the financial industry consolidates core op-
erational components into centralised, shared platforms.
The idea is well researched (see, e.g., Riese (2006)) and
is rooted in industrial logic, whereby economies of scale
are created when components of a business model can
be centralised across multiple institutions. The concept
of a component-based company should therefore be ap-
plied to an entire industry (e.g., “Einheitskasse” in health

insurance) or a network of institutions. Main areas of busi-
ness in retail banking are payment services, deposit ser-
vices, investment services, and lending services, each of
which consists of various components. In the investment
area in Switzerland, a centralised player is already in place,
with SIX covering components such as exchange, clearing,
settlement, and securities depository. Payment transac-
tions, as another example, are a commodity service that
does not generate attractive margins for a bank (Kaib,
2008), but must still be offered. However, the correspond-
ing value chain remains more fragmented across smaller
transaction-processing banks, major institutions, and spe-
cialised service bureaus.

This scenario describes a large-scale transaction bank
for payment transactions as a centralised institution
that would be responsible for processing, managing, and
recording payments in a network of banks. Its primary
role would be to consolidate domestic payments, settle-
ment, and cash management operations into a single,
unified ledger. Existing payment infrastructures could
still be integrated for clearing outside the network and
for cross-border payments. By replacing multiple decen-
tralised solutions with a unified platform, the transaction
bank would provide a holistic view of liquidity positions,
counterparty exposures, and financial flows.

The following points outline how a large-scale transaction
bank could align with the five key requirements of future
financial infrastructures:

• Functionality: A transaction bank would pro-
vide essential backbone services for the processing
of payments and settlements across participating
banks. It would standardise core components such
as clearing, reconciliation, settlement, and liquid-
ity management, ensuring uniform processes and
consistent operational quality across the network.
The platform would support integration with exist-
ing infrastructures for cross-border and interbank
payments. As the model matures, additional value
chain components such as lending or securities op-
erations could migrate to similar shared platforms.

• Economic efficiency: Such a transaction bank di-
rectly addresses the challenge of inefficiencies and
rising costs within individual banks’ technology
stacks (itopia, 2025). These costs stem fromhetero-
geneous products, complex processes, redundant
IT environments, numerous digitalisation projects,
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and the maintenance of legacy systems. The po-
tential for substantial cost savings lies in standard-
isation, automation, and increased scalability. A
centralised ledger for payment transactions would
standardise processes, reduce manual intervention,
and enhance straight-through processing capabili-
ties. Implementing such a modern processing plat-
form for an individual bank on its own is very costly.
However, if costs were shared among several banks,
the barrier to entry would be significantly lower. As
a shared infrastructure, the transaction bank would
enable economies of scale, reduce duplication, and
lower transaction costs, while supporting joint in-
vestments in new technologies. This consolidation
would not limit banks’ ability to differentiate them-
selves, as payment processing remains largely invis-
ible to end customers.

• Security, compliance & resilience: A centralised
transaction bank would deliver high operational re-
liability, governed by stringent security and com-
pliance standards. As a technological backbone, it
would have to operate a scalable, zero-downtime
ledger platform using cloud-based technologies
that ensure security, availability, and resilience.
The model would strengthen governance by pro-
viding unified visibility into liquidity, risk exposure,
and settlement operations. However, centralisa-
tion also introduces concentration risk, as system
failure, cyberattack, or disruption could impact all
participating banks simultaneously. Consequently,
redundancy mechanisms, strong regulatory over-
sight, and independent auditing would be essential
to maintain system stability.

• Modularity & flexibility: The transaction bank
would be designed as a modular platform offer-
ing standardised interfaces and API-based integra-
tion. This structure would allow participating banks
to connect seamlessly, automate processes, and
adapt more easily to regulatory or market changes.
It would also simplify the implementation of new
requirements and support integration with emerg-
ing infrastructures such as instant payments, Open
Banking, and central bank digital currencies (CB-
DCs). In this setup, traditional banks could con-
nect to the APIs of the decoupling platform of each
component supplier and focus on differentiating

their customer experience layers, rather than main-
taining redundant back-end systems. However, the
high level of standardisationmay limit flexibility for
individual banks when designing tailored products
or services. Success would therefore depend on bal-
ancing standardisation with customisation options
at the edges of the platform.

• Data orientation & sovereignty: A shared ledger
would create a single source of truth for payments
and liquidity data, enabling consistent reporting,
enhanced transparency, and improved risk man-
agement across the network. Centralised data
structures would also facilitate better governance
and auditability. However, this model raises im-
portant questions regarding data ownership, con-
fidentiality, and access rights. Robust data gover-
nance frameworks, clear contractual arrangements,
and adherence to national data protection regula-
tions would be essential to ensure trust and main-
tain compliance.

Overall, the technical feasibility of such a configuration is
likely given, but its realisation would depend on the inten-
sity of competition, regulatory acceptance, and the will-
ingness of institutions to reassess existing decentralised
structures. Implementation would therefore require not
only technological readiness but also strategic coordina-
tion and industry-wide collaboration.

In summary, a large-scale transaction bank represents a
scenario in which efficiency, consolidation, and standard-
isation reshape the operational foundations of the bank-
ing sector. It promises lower costs, enhanced process au-
tomation, and improved oversight through unified visibil-
ity into liquidity and risk exposure. Moreover, it aligns
banks with emerging infrastructures such as instant pay-
ments, Open Banking, and CBDCs, while enablingmore ef-
ficient implementation of regulatory requirements. Simi-
lar to payments, other components of the banking value
chain, such as lending, could also shift to scalable, spe-
cialised platform providers. In such a structure, traditional
banks would connect to component suppliers via APIs and
focus on differentiated customer experiences. Ultimately,
this scenario illustrates one possible pathway toward fur-
ther market consolidation and industrialisation within the
Swiss financial sector.
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6. Conclusion and Outlook

This chapter summarises the report in the form of a set of
hypotheses about future IT architectures and infrastruc-
tures.

Future IT architectures and infrastructures must satisfy
diverse and sometimes conflicting requirements. Secu-
rity, compliance, and resiliencewill remain non-negotiable
priorities while, from a business perspective, functional-
ity at the lowest possible cost will continue to dominate
decision-making. To meet these needs, financial IT sys-
temsmust becomemodular, data-centric, and flexible, ca-
pable of integrating new technologies without jeopardis-
ing operational integrity or regulatory compliance.

The evolution of banks’ IT architectures and infrastruc-
tures is expected to remain predominantly incremen-
tal rather than revolutionary. The business platform,
or core banking platform, will continue to serve as the
central element of this transformation. But in the long
term, the question arises not only of innovative capabil-
ity but also of whether today’s core system architecture
allows for a competitive cost base. Two strategic path-
ways can be distinguished: first, the further development
of existing platforms in close collaboration with providers
and other partner banks; and second, the migration to a
new, often cloud-native, neo core banking platform. In
practice, most institutions are likely to pursue the first
path, enhancing their current systems instead of initiating
large-scale replacements. However, larger banks or bank-
ing groups may complement their existing infrastructures
with hybrid “sidecar” solutions or launch greenfield initia-
tives to support innovative business models. These devel-
opments open significant opportunities for neo core bank-
ing providers and FinTech companies offering specialised
modular components.

The decoupling platform will play a pivotal role in an
evolutionary transformation scenario. In the baseline
trajectory, the decoupling platform serves as a strategic
integration layer that interconnects core systems, internal
applications, and external ecosystems. This architecture
enables banks to gradually expand and modularise their
existing infrastructures. The evolution typically starts with
decoupling internal domains, then proceeds to the con-
trolled opening of interfaces to partners within the frame-
work of Open Finance, and ultimately extends to cross-
institutional integration. In this way, the decoupling plat-

form forms the architectural backbone for modularity, in-
teroperability, and secure openness, allowing institutions
to innovate, collaborate, and evolve without compromis-
ing the stability of their operational core. However, it is
essential to bear in mind that the decoupling platform is
exposed on the internet and therefore subject to the high-
est cyber resilience requirements.

Multi-cloud platforms will form the foundation of fu-
ture IT architectures. Multi-cloud platforms provide the
strategic basis for deploying workloads, data, and digital
services across multiple providers and technologies, while
seamlessly also integrating on-premises or edge environ-
ments. This approach enables institutions to leverage
cutting-edge hardware architectures, thereby enhancing
computational performance and scalability. Such capa-
bilities will be particularly relevant in light of the growing
processing demands of AI and other data-intensive appli-
cations.

Data and AI capabilities will increasingly determine the
competitiveness of financial institutions. The data fac-
tory will become the analytical core of future architec-
tures, enabling real-time processing, regulatory traceabil-
ity, and data-driven decision-making. AI will transform
both customer interaction and operational efficiency, but
its integration requires robust governance, traceable data
lineage, and ethical oversight. The data factory also
serves applications that do not require real-time data
from the core banking system. This reduces the load on
the business platform and mitigates performance bottle-
necks.

Disruptive architectures and infrastructures are theo-
retically feasible. Concepts such as a financial system
without banks, fully automated banks without human in-
volvement, or a centralised national transaction bank are
technically possible with today’s or near-future technolo-
gies such as AI or DLT. Such disruptive architectures could
offer efficiency gains as well as new forms of value cre-
ation and competition. However, they would also en-
tail substantial risks and trade-offs compared to the cur-
rent system. The evolutionary path outlined in this re-
port therefore remains themore plausible trajectory. Nev-
ertheless, individual elements of these disruptive models
may gradually find their way into evolutionary develop-
ments of the financial system.
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